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Apache XML Security

IBM Java SDK 6.0 ( IBM Java6 ) JSR-106
Microsoft .NET Framework ( NET )
AES+TripleDES
AES 3 (128,192,256Bit)
AES wa3C
3 3 AES
KeyName
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2.1

2.1.1. Apache XML Security
Java C++ Java
Sun Java
e Windows XP SP3
e  SunJDK 1.6.0.16+JCE (jdk-6ul6-windows-i586.exe)
http://java.sun.com/javase/downloads/index.jsp#need
Sun Java Platform, Standard Edition 6 SDK Sun Java6

e  Apache XML Security Version 1.4.3 (xml-security-bin-1_4_3.zip)
http://santuario.apache.org/dist/java-library/
e Antl.7.1 (apache-ant-1.7.1-bin.zip)

http://ant.apache.org/bindownload.cqgi
e JUnit 4.7 (junit-4.7.zip)

http://sourceforge.net/projects/junit/files/junit/

2.1.2. JSR-106

2009 4 JSR-106  IBM Java6
WebSphere Application Server Community Edition 2.1.1.3
IBM SDK 6 SR5
e  Windows XP SP3
e IBM SDK 6 SR5 JCE ibm-java-sdk-60-win-i386.exe

https://www14.software.ibm.com/webapp/iwm/web/reg/download.do?source=wsc
ed&S PKG=2113&S TACT=105AGX90&Ilang=en US&cp=UTF-8
Server and IBM SDK 6 SR5 for Windows

wasce_ibm60sdk_setup-2.1.1.3-ia32win.zip (194 MB)

2.1.3. Microsoft .NET Framework
Microsoft ~ Visual C# 2008 Express Edition  Web
e  Windows XP SP3
e  Microsoft Visual C# 2008 Express Edition

http://www.microsoft.com/japan/msdn/vstudio/express/
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2.1.4. XML
e  Windows XP SP3
o  XMLUnit-1.2 (xmlunit-1.2-bin.zip)
http://sourceforge.net/projects/xmlunit/files/
e JUnit 4.7 (junit-4.7.zip)

http://sourceforge.net/projects/junit/files/junit/

2.2. XML
XML XML
ContactXML[3]

<?xml version="1.0" encoding="UTF-8"?>
<ContactXML version="1.1" creator="http://www.pfu.co.jp/meishi-app/xml/contact/1.0"
xmlns="http://www.xmIns.org/2002/ContactXML">
<ContactXMLItem lastModifiedDate="2009-08-24T14:10:59+9:00">
<PersonName>
<PersonNameltem xml:lang="ja-JP">
<FullName pronunciation=" "> </FullName>
<LastName pronunciation=" "> </LastName>
<FirstName pronunciation=" "> </FirstName>
</PersonNameltem>
</PersonName>
<Occupation>
<Occupationltem xml:lang="ja-JP">
<OrganizationName pronunciation=" "> </OrganizationName>
<JobTitle> </JobTitle>
<Department> </Department>
</Occupationltem>
</Occupation>
<Extension>
<Extensionltem xml:lang="ja-JP" extensionType="Extended" name="Seattle Mariners">Seattle
Mariners</Extensionltem>
</Extension>
<Address>
<Addressltem locationType="Office">
<AddressCode codeDomain="ZIP">98134</AddressCode>
<FullAddress xml:lang="ja-JP">1250 First Ave. South Seattle, WA 98134</FullAddress>
<AddressLine xml:lang="ja-JP" addressLineType="Prefecture">WA</AddressLine>
<AddressLine xml:lang="ja-JP" addressLineType="City">South Seattle</AddressLine>
<AddressLine xml:lang="ja-JP" addressLineType="Number">1250 First Ave.</AddressLine>
</Addressltem>
</Address>
<Phone>
<Phoneltem usage="0fficial" phoneDevice="Phone">(206) 346-4001</Phoneltem>
<Phoneltem usage="0Official" phoneDevice="Fax">(206) 346-4001</Phoneltem>
</Phone>
<Email>
<Emailltem usage="Official" emailDevice="Unknown">sea@seattle.mariners.mlb.com</Emailltem>
</Email>
</ContactXMLItem>
</ContactXML>

W3C, “XML Encryption Syntax and Processing”, W3C
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2.3.

N~ o o~ W N e

Recommendation 10 December 2002[4] 2.1 Encrypton Granularity 6
Root ContactXML( ) Encrypton Granularity 2.1.4
PersonName+QOccupation( ) Encrypton Granularity 2.1.1
Extensionltem( ) Encrypton Granularity 2.1.2
Addressltem( ) Encrypton Granularity 2.1.1
Phoneltem( ) Encrypton Granularity 2.1.2
Emailltem( ) Encrypton Granularity 2.1.3

Encrypton Granularity 2.1.5 “ XML

XML XML Java API JSR-106 XML

Digital Encryption APIs  JSR-105 XML Digital Signature APIs

JSR-106 Sun Java Apache XML

Security IBM Java6 JSR-106

Microsoft .NET Framework XML XML
2.3.1. Apache XML Security
Apache XML Security Apache Software Foundation ~ Apache XML
XML XML Apache XML Security
Web (http://xml.apache.org/security/) Sun Java

C++ Apache XML Security API

Java

Apache XML Security XML 1

// AES

KeyGenerator keyGenerator = KeyGenerator.getlnstance('AES");
keyGenerator.init(128);

Key symmetricKey = keyGenerator.generateKey();

// AES TripleDES

keyGenerator = KeyGenerator.getlnstance(''DESede");

SecretKey kek = keyGenerator.generateKey();
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10
11
12

13
14
15
16
17
18
19
20
21
22

23
24

String algorithmURI = XMLCipher.TRIPLEDES_KeyWrap;
XMLCipher keyCipher = XMLCipher.getlnstance(algorithmURI);
keyCipher.init(XMLCipher_.WRAP_MODE, kek);
//AES
EncryptedKey encryptedKey =

keyCipher.encryptKey(document, symmetricKey);
//
XMLCipher xmICipher = XMLCipher.getlnstance(algorithmURI);
xmICipher.init(XMLCipher .ENCRYPT_MODE, symmetricKey);
// <KeyInfo>
EncryptedData encryptedData = xmICipher.getEncryptedData();
KeyInfo keylnfo = new Keylnfo(document);
keyInfo.add(encryptedKey) ;
encryptedData.setKeylnfo(keylnfo);
//

Element enElement =

2 Consortium

(Element) document.getElementsByTagName(*' ").item(int );
// EncryptedData
xmICipher.doFinal (document, enElement, true);
1 Apache XML Security XML
document XML DOM
org.w3c.dom.Document
2 4 AES 6 10 AES
TripleDES 12 AES
14 15 17 20
<KeylInfo> 22
24 EncryptedData document
XML doFinal
1 document kek
Page-8/25
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12 }

2.3.2. JSR-106
IBM Java6 JSR-106
"developerWorks" [5]

XML DOM

DOM

JSR-106 2

public Document decrypt(Document doc, Key kek) throws Exception {

KeySelector selector = new SimpleKeySelector(kek);

2 Consortium

NodeL.ist elements = doc.getElementsByTagNameNS(EncryptedData. XMLNS,"EncryptedData");

int index = elements.getLength();
while (index-- > 0) {
Element element = (Element) elements.item(index);
DOMDecryptContext context = new DOMDecryptContext(selector, element);
EncryptedType data = xf.unmarshalEncryptedType(context);
decryptAndReplace((EncryptedData) data, context, doc);

}
return doc;
2 JSR-106 XML
KeySelector SimpleKeySelector
DOMDecryptContext

Copyright (c) XML 2010 All rights reserved.  http://www.xmlconsortium.org/
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SimpleKeySelector

XML
XML
DOM

DOMDecryptContext
xf  XMLEncryptionFactory
XMLEncryptionFactory#unmarshalEncryptedType() EncryptedType
EncryptedData

EncryptedData#decryptAndReplace()

EncryptedData#decryptAndReplace()

1. XML
2. XML

1.

2.

UTF-8
Java UTF-8

Ubuntu Windows XP
EncryptedData#decryptAndReplace()
1. EncryptedData#decryptAndReplace() EncryptedData#decrypt()
2. UTF-8
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19
20
21
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DocumentFragment
3. DocumentFragment XML
Node#replaceChild() Node#removeChild()
Node#appendChild()
1. 3. JSR-106 API 1.
DOM
JSR-106 3

public Document encrypt(Document doc, Key kek, boolean content, List«Element» elements) throws
Exception {
int index = elements.size();
while (index-- > 0) {
Element element = elements.get(index);
ToBeEncrypted toBeEncrypted;
if (content) {
toBeEncrypted = new DOMToBeEncrypted XML (element.getChildNodes(), null);
}else {
toBeEncrypted = new DOMToBeEncryptedXML(element, null);
}
XMLEnNcryptContext context;
if (parent instanceof Document) {
context = new DOMEncryptContext(encryptionKey, element);
}else {
context = new DOMEncryptContext(encryptionKey, parent, sibling);
}
EncryptedData encryptedData = xf.newEncryptedData(toBeEncrypted, encryptionMethod, null,
null, null);
encryptedData.encrypt(context);
I DOM
}

return doc;

Page-11/25
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22 }
3 JSR-106 XML
XML
elements doc
XML
DOM 2
DOMToBeEncryptedXML
DOMToBeEncrypted XML
DOMDecryptContext
encryptionKey  SecretKey
EncryptedData#encrypt() XML
parent XML
DOM
EncryptedData EncryptedData#encrypt()
xf  XMLEncryptionFactory
encryptionMethod  EncryptionMethod
XMLEncryptionFactory#newEncryptionMethod()
XMLEncryptionFactory#newEncryptedData() EncryptedData
EncryptedData#encrypt() DOM

DOM
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XML
DOM

JSR-106 API
106 API

2.3.3. Microsoft .NET Framework

Microsoft .NET Framework XML XML
XML
Microsoft .NET Framework Ct XML
C# VB.NET VC++.NET
Il XML

XmIDocument xmIDoc = new XmIDocument();
xmiDoc.Load("sample.xml");
XmlElement element =

(XmlElement)xmlDoc.GetElementsBy TagName("Extensionltem").Item(0);
/I KEK TripleDES
SymmetricAlgorithm kek = new TripleDESCryptoServiceProvider();
kek.GenerateKey();
I
EncryptedXml xmlEnc = new EncryptedXml(xmlDoc);
xmlEnc.AddKeyNameMapping(“Alice", kek);
EncryptedData encXml = xmlEnc.Encrypt(element, "Alice");
EncryptedXml.ReplaceElement(element, encXml, false);
1 XML

xmiDoc.Save("aaa.xml");

4 Microsoft .NET Framework C# XML

Copyright (c) XML 2010 All rights reserved.  http://www.xmlconsortium.org/
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2 3 XML 4
TripleDES
9 12
10 KeyName TripleDES
KeyName 12
ReplaceElement() false
true
.NET
AES(256)+TripleDES Padding 1SO10126 AES
9 12

string encAlgorithmURI= EncryptedXml.XmIEncAES256Url;
PaddingMode encPaddingMode = PaddingMode.ISO10126;

Boolean isConentEnc = false;

EncryptedXml eXml = new EncryptedXml();

RijndaelManaged sessionKey = new RijndaelManaged();

switch (encAlgorithmURI)

{

case EncryptedXml.XmIEncAES128Url: sessionKey.KeySize = 128; break;
case EncryptedXml.XmIEncAES192Url: sessionKey.KeySize = 192; break;
case EncryptedXml.XmIEncAES256Url: sessionKey.KeySize = 256; break;

}

byte[] encryptedElement = eXml.EncryptData(element, sessionKey, isConentEnc);

EncryptedData edElement = new EncryptedData();

edElement.Type = EncryptedXml.XmIEncElementUrl;
edElement.EncryptionMethod = new EncryptionMethod(encAlgorithmURI);
EncryptedKey ek = new EncryptedKey();

byte[] encryptedKey = EncryptedXml.EncryptKey(sessionKey.Key, kek);
ek.CipherData = new CipherData(encryptedKey);

XML
11

Consortium

14

Padding

ek.EncryptionMethod = new EncryptionMethod(EncryptedXml.XmIEncTripleDESKeyWrapUrl);

edElement.KeylInfo = new KeylInfo();
KeyInfoName kin = new KeylnfoName();
kin.Value = "Alice";

ek.KeylInfo.AddClause(kin);

Copyright (c) XML 2010 All rights reserved.  http://www.xmlconsortium.org/

Page-14/25



2 Consortium

24 edElement.KeylInfo.AddClause(new KeylnfoEncryptedKey(ek));
25 edElement.CipherData.CipherValue = encryptedElement;

26 EncryptedXml.ReplaceElement(element, edElement, isConentEnc);

5 AES Padding XML

XML TripleDES

1 EncryptedXml encXml = new EncryptedXml(xmlDoc);
2 encXml.AddKeyNameMapping("Alice", kek);

3 encXml.DecryptDocument();

6 Microsoft .NET Framework C# XML
XML
EncryptedData KeyName TripleDES
xmlDoc KeyName
xmiDoc

2.3.4.

XMLUnit v1.2
1. XML 'd'

XML sample.xml
2. XML ‘e’
EncryptedData
XML
1. XMLUnit XML DetailedDiff
XML OK 1 NG
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XML
EncryptedData
2. XMLUnit XML XMLAssert
XML EncryptedData OK
NG
EncryptedData XMLAssert XPath
XPath
XML
Xenc xcon http://www.w3.0rg/2001/04/xmlenc#
http://www.xmlns.org/2002/ContactXML
1. /xenc:EncryptedData
2. Ixcon:ContactXML/xcon:ContactXMLItem/xenc:EncryptedData[1] xenc:EncryptedData[2]

3. Ixcon:ContactXML/xcon:Contact XML Item/xcon:Extension/xenc:EncryptedData
4. Ixcon:ContactXML/xcon:ContactXMLItem/xcon:Address/xenc:EncryptedData
5. Ixcon:ContactXML/xcon:Contact XML Item/xcon:Phone/xenc:EncryptedData[1]
xenc:EncryptedData[2]

6. /xcon:ContactXML/xcon:ContactXMLItem/xcon:Email/xcon:Emailltem/xenc:EncryptedData
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2.4.
2.4.1.

el _apache_aes128_1SO10126Padding.xml
e2_apache_aes128_1SO10126Padding.xml
e3_apache_aes128 1SO10126Padding.xml
e4_apache_aes128_1SO10126Padding.xml
Sample_xml - » | e5_apache aes128 ISO10126Padding.xml
e6_apache_aes128 1SO10126Padding.xml

i el _apache_aes192_1SO10126Padding.xml
Al Encrypter.J et e2_apache_aes192_1SO10126Padding.xml
e3_apache_aes192_1SO10126Padding.xml
e4_apache_aes192_1SO10126Padding.xml
e5_apache_aes192_1SO10126Padding.xml
e6_apache_aes192_1SO10126Padding.xml
el_apache_aes256_|SO10126Padding.xml
e2_apache_aes256_1S0O10126Padding.xml
e3_apache_aes256_1S0O10126Padding.xml
e4_apache_aes256_1SO10126Padding.xml
e5_apache_aes256_1SO10126Padding.xml
e6_apache_aes256_ISO10126Padding.xml

18 X

. d1_apache_aes128 ISO10126Padding.xml
Decrypter.java d2_apache_aes128_|SO10126Padding.xml
d3_apache_aes128 [SO10126Padding.xml
d4_apache_aes128_1SO10126Padding.xml
d5_apache_aes128 1SO10126Padding.xml
d6_apache_aes128 |SO10126Padding.xml
d1_apache_aes192_|SO10126Padding.xml
d2_apache_aes192_|SO10126Padding.xml
d3_apache_aes192_|SO10126Padding.xml
d4_apache_aes192_|SO10126Padding.xml
d5_apache_aes192_|SO10126Padding.xml
d6_apache_aes192_|SO10126Padding.xml
"| di1_apache aes256_1S010126Padding.xml
d2_apache_aes256_|SO10126Padding.xml
d3_apache_aes256_1S0O10126Padding.xml
d4_apache_aes256_1SO10126Padding.xml
d5_apache_aes256_|SO10126Padding.xml
d6_apache_aes256_|SO10126Padding.xml

A 4

18 X

2.4.2.
Sample.xml XML XML
<EncryptedData>
Sample.xml XML “OK”
XML <EncryptedData> “OK”

Page-17/25
Copyright (c) XML 2010 All rights reserved.  http://www.xmlconsortium.org/




2.5.

2 Consortium

DECRYPT 1 J:sr106 aes128 PKCSSPadd?ng ]:sr106 OK
Samplexm | ———¥| Compare.taua CECTPTL i e picoang ot O
DECRYPT 2 jsrl06 aesl28 PKCS5Padding jsrl06 OK
XML +—— P | DECRYPT2 jsrl06 aes192 PKCS5Padding jsrl06 OK
DECRYPT 2 jsrl06 aes256 PKCS5Padding jsrl06 OK
DECRYPT 3 jsrl06 aesl28 PKCS5Padding jsrl06 OK
DECRYPT 3 jsrl06 aesl92 PKCS5Padding jsrl06 OK
d1_apache_aes128_ISO10126Padding.xml q DECRYPT 3 jsr106 aes256 PKCSSPadding  jsrl06 OK
e DECRYPT 4 jsr106 aesl28 PKCS5Padding jsrl06 OK
DECRYPT 4 jsrl06 aesl92 PKCS5Padding jsrl06 OK
DECRYPT 4 jsrl06 aes256 PKCS5Padding jsrl06 OK
DECRYPT 5 jsrl06 aesl28 PKCS5Padding jsrl06 OK
DECRYPT 5 jsr106 aes192 PKCS5Padding jsrl06 OK
DECRYPT 5 jsrl06 aes256 PKCS5Padding jsrl06 OK
DECRYPT 6 jsrl06 aesl28 PKCS5Padding jsrl06 OK
DECRYPT 6 jsr106 aes192 PKCS5Padding jst.
DECRYPT 6 jsrl06 aes256 PKCS5Paddh jsrl06 OK
d6_apache_aes256_1SO10126Padding.xml
\y‘
2.5.1. Apache XML Security
XML 36 XML (36 )
Q) Padding(1S010126) (6 x3
AES 18 )
) (1) 18 (18 )
©) 2 Padding PKCS5 (18 )
(4) 2 (3) (18 )
(5) 2)4) 36 Sample.xml
2.5.2. JSR-106
XML 18 XML (18 )
(6) Padding PKCS5) 18 )
() (6) (18
(8) (7) 18 Sample.xml
2.5.3. Microsoft .NET Framework
XML 36 XML (36 )
(9) w3cC Padding(1S010126) Padding(PKCS5)
(36 )
(10) 9) (36
1) (10) 36 Sample.xml

2.5.4. Apache XML Security

(12) (1)  Padding(PKCS5) 18

Copyright (c) XML

2010 All rights reserved.

JSR-106

(18 )
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(13)

2.5.5.

(14)
(15)

2.5.6.

(16)
1)

2.5.7.

(18)
(19)

2.5.8.

(20)
(21)

2.5.9.

(22)

(23)

2 Consortium

(12) 18 Sample.xml

Apache XML Security NET
ME) (36 )

(12) 36 Sample.xml

JSR-106 Apache XML Security
(6) (18 )

(16) 18 Sample.xml

JSR-106 NET

(6) (18 )

(18) 18 Sample.xml

NET Apache XML Security

9) (36 )

(20) 36 Sample.xml

.NET JSR-106

9) Padding(PKCS5) 18 (18 )
(22) 18 Sample.xml

Copyright (c) XML
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3.1.1.
192 256 Apache
XML Security JSR-106 Illegal key size or default parameters
Apache XML Security JSR-106
JSR-106 XML
AES Apache JSR-106 .NET

Apache 128 o > =
Apache 192 NA NA NA
Apache 256 NA NA NA
JSR-106 128 =< o =<
JSR-106 192 NA NA NA
JSR-106 256 NA NA NA
NET 128 o b o
NET 192 NG NG o
NET 256 NG NG o

o: OK

> NG Given final block not properly padded

NG: NG Illegal key size or default parameters

NA: NG  lllegal key size or default parameters

3.1.2.

Apache XML Security JSR-106 192 256

1 Sun "Java Cryptography Extension (JCE) Unlimited Strength Jurisdiction Policy
Files 6"[6]
2 IBM SDK Policy files[7]

Page-20/25
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AES Apache JSR-106 .NET
Apache 128 o > o
Apache 192 o > =
Apache 256 o > =
JSR-106 128 > o =<
JSR-106 192 =< o =<
JSR-106 256 =< o =<
.NET 128 o > o
.NET 192 o < o
.NET 256 o > o
o: OK
> NG Given final block not properly padded
JSR-106 XML JSR-106
XML
Given final block not properly padded
3.1.3. Padding 1S010126 PKCS5 Apache,.NET
Apache XML Security  Microsoft .NET Framework Padding
1ISO10126 PKCS5 3
IBM Java6  JSR-106 PKCS5
Padding Apache JSR-106 NET
Apache 1S010126 o > =
Apache PKCS5 o = =
JSR-106 PKCS5 o o o
.NET 1ISO10126 o < o
.NET PKCS5 o o o
o: OK
> NG Given final block not properly padded
Page-21/25
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3.3.
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AES
SunlJavaé IBM SDK 6 AES 128
XML W3C AES-256 REQUIRED Sun Java6
IBM Java6 JCE Java Cryptography Extension
AES-256 NET
AES-256
IBM Java6  JSR-106
XML
Java
javax.crypto.BadPaddingException: Given final block not properly padded
at com.ibm.xml.enc.dom.DOMEncryptedData.decrypt(DOMEncryptedData.java:510)
1SO10126 IBM
Java6  JSR-106 PKCS5
1SO10126 W3C XML Encryption Syntax and Processing
XML
PKCS5 PKCS#5 RFC 1423
XML
(D) XML sample.xml
63

<Emailltem emailDevice="Unknown"
usage="0fficial">123456789012345678901234567890123456789012345678901234567
890123</Emailltem>

2 XML Emailltem IBM
Java6 JSR-106
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62
63
PKCS5
1SO10126 PKCS5
1,2,3,4 1SO10126
0x01
0x?? 0x02
0x?? 0x?? 0x03
0x?? 0x?? 0x?? 0x04
0x??
0x00
PKCS5
0x01
0x02 0x02
0x03 0x03 0x03
0x04 0x04 0x04 0x04
63 1 1SO10126
PKCS5
2 1SO10126 PKCS5
Page-23/25
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PKCS5 1SO10126
IBM Javaé JSR-106
Apache XML Security  Microsoft .NET Framework

3.4. KeyName
XML  Keylnfo/EncryptedKey/Keylnfo/KeyName
.NET
KeyName
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XML
0s
SOAP (WS-Security)

[1] MOF2008
http://www.xmlconsortium.org/public_doc/mof2008 security/mof2008.html
[2] 8 XML Week XML

http://www.xmlconsortium.org/seminar09/090512-13+19-20/090512-prog.html
[3] ContactXML

http://www.xmlconsortium.org/bukai/contact_kastudou.html
[4] W3C XML Encryption Syntax and Processing
http://www.w3.0rg/TR/xmlenc-core/
[5]11BM developerWorks Java XML Digital Encryption APl Specification (JSR 106)

http://www.ibm.com/developerworks/java/jdk/security/60/secquides/xmlsecDocs/overvie

w.html
[6] Sun Developer Network Java SE Downloads

http://java.sun.com/javase/downloads/index.jsp

[7]1 1BM developerWorks Security information
http://www.ibm.com/developerworks/java/jdk/security/60/
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