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XML 2008 MOF2008 (Manufactureing Open
Forum 2008)
[1]
XML XML
API
2009 5 12 XML
Week [2]
2008 Sun Java Platform, Standard Edition 6 JDK Sun Java6 [3]
Microsoft .NET Framework NET
XML
Enveloping SunJava6 .NET
SunJava6 .NET IBM Java SDK
6.0 IBM Java6 [4] XML Security Library [5]
XMLSec 2009
5 12 XML Week
4

> XML
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1.2.
2009 3

3 18 2008 8

5 12 XML

10 7 2009 5 XMLSec

11 6 ML IBM Javab

°

°

® ( )
1.3.

11 XML Week 2.2

2 Sun
Java6 .NET
XML
IBM Java6 XMLSec Sun Java6
.NET
X.509
.NET ] [ Sun Java6
NET Sun Java6
<Signature>...</Signature> <Signature>...</Signature>
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2.1 XML

2.1.1. Javab
e  Windows XP SP3/ Sun JDK 6 Update 13
e  CentOS 5.3/ Sun JDK 6 Update 17
e Cent0S5.3/1BM JDK 6

2.1.2. .NET Framework
e  Windows XP SP3
e NET Framwork 3.5 .NET Framework 2.0

e  Microsoft Visual C# 2005 Professional Edition

2.1.3. XMLSec

. http://www.aleksey.com/xmlsec/xmldsig-verifier.html
2.2. XML
XML [7] 4
XML 4
Detached
XML Detached
Enveloped
XML Enveloping
2.2.1. Detached
<Signature> DetachedOut.xml
<Signedlnfu-> T
<Reference URI="target.xxml™>
< [SignedInfo

< [ Signature>

<MyData> Target.xml |
<Data>..</Data> o 1

< [ MyData>
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2.2.2. XML Detached

<MyData>
<Data Id="D1">...</Data> W —————
<MySign>
| <Signature>
i <SignedInfo>
<Reference URI="4D1":> me—m"
<[ SignedInfo>

i < [ Signature>

2.2.3. Enveloped

=¥ <MyData> Enveloped.ami
< Datax...< [ Data> S .
<Signature> :
<SignedInfo>
<Reference URI="">

e Tramsform Algorithm="_..8 eaveloped -signature™>...

< [Reference>
< [SignedInfo>>
i >3
< [MyData>
2.2.4. XML Enveloping
<Signature> Enveloping.xml
<5MI‘IFD> T
<Reference URI="&MyObjld"> m——
< [ SignedInfo>
<Object Id="MyObjId"> “*
<MyData>
<Data>...</Data>
< [MyData>
</ Object>
< | Signature:>
2.3.
XML Java Javab JSR-105
Windows .NET Framework
XML

I Consortium

XMLSignature
SignedXml [8]
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2.3.1. Java6
Java XML Java6 JSR-
105 XMLSignature Sun Java6 IBM Java6
class Java6  XMLSignature
XML Enveloping 1
/] —
// XML Enveloping RSA /KeylInfo Reference
private static void Enveloping() throws Exception
{
String saveFile = "Enveloping-java.xml";
System.out.printin(*'----- Enveloping Test ----—- ");
//

DocumentBuilderFactory dbf = DocumentBuilderFactory.newlnstance();
dbf.setNamespaceAware(true);
Document document = dbf.newDocumentBuilder() .newDocument();

//

ByteArraylnputStream inStream = new ByteArraylnputStream(testXml.getBytes());
Document refDoc = dbf.newDocumentBuilder().parse(inStream);

Element element = refDoc.getDocumentElement();

// XMLSignatureFactory  DOM
XMLSignatureFactory xsf = XMLSignatureFactory.getinstance("'DOM™);

// Object
XMLStructure content = new DOMStructure(element);
XMLObject obj =
xsf.newXMLObject(Collections.singletonList(content), "MyObjectld”, null, null);

// Reference
DigestMethod dm = xsf.newDigestMethod(DigestMethod.SHAL, null); // SHAl
Reference reference = xsf.newReference("#MyObjectld™, dm, null, null, null);

// 2048bit  RSA

KeyPairGenerator kpg = KeyPairGenerator.getinstance("'RSA™);
kpg.initialize(2048);

KeyPair key = kpg.generateKeyPair();

// KeyvValue KeyInfo

KeylInfoFactory kif = xsf.getKeylnfoFactory();

KeyValue keyValue = kif_newKeyValue(key.getPublic());

Keylnfo keylnfo = kif.newKeylnfo(Collections.singletonList(keyvalue), "MyKeylnfold");

// Signedinfo

CanonicalizationMethod cm =
xsf_newCanonical izationMethod(CanonicalizationMethod. INCLUSIVE,
(C14NMethodParameterSpec)null);

SignatureMethod sm =
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xsf_newSignatureMethod(SignatureMethod_.RSA_SHA1,null);
List<Reference> references = new ArrayList<Reference>();
references.add(reference);
SignedInfo signedInfo = xsf.newSignedInfo(cm, sm, references);

// Signature

XMLSignature signature =
xsf.newXMLSignature(signedinfo, keylnfo, Collections.singletonList(obj),
"Enveloping”, null);

// DOM
DOMSignContext dsc = new DOMSignContext(key.getPrivate(), document);

//
signature.sign(dsc);

// XML

OutputStream os = new FileOutputStream(saveFile);
TransformerFactory tf = TransformerFactory.newlnstance();
Transformer trans = tf.newTransformer();

trans.transform(new DOMSource(document), new StreamResult(os));

}
1 Java6 Enveloping
PKI PKCS#12
Windows
PKI 35
Javab 4
Detached URI
URI
Sun Java6 IBM Javab IBM
Java6  Windows Linux
CentOS 3.5 Sun Java6
class Javab
XMLSignature XML 2
2 —
// XML
private static void Verify(String file) throws Exception
{

DocumentBuilderFactory dbf = DocumentBuilderFactory.newlnstance();
dbf.setNamespaceAware(true);
Document doc = dbf_newDocumentBuilder().parse(new FilelnputStream(file));
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// Signature
NodeList nl = doc.getElementsByTagNameNS(XMLSignature_XMLNS, "Signature™);
if (nl.getLength() == 0)

{
// Signature
System.out.printin("Verify: NG : cannot find Signature. : file = " + file);
return;

}

// Document XMLSignature

XMLSignatureFactory fac = XMLSignatureFactory.getinstance("'DOM™);

for(int i=0; i<nl.getlLength(); i++)

{

//

Node target = nl.item(i);

DOMValidateContext valContext =
new DOMValidateContext(new KeyValueKeySelector(), target);

//

String info = file;

Node id = target.getAttributes().getNamedltem(*'1d");

if(id !'= null)
info += " - Id = " + id.getNodeValue();

// XML XMLSignature

XMLSignature signature = fac.unmarshalXMLSignature(valContext);

//

boolean coreValidity = signature.validate(valContext);

if (corevalidity == false)

{
//
System.out.printin("Verify: NG : faild!!!!! : file = " + info);
//
boolean sv = signature.getSignatureValue().validate(valContext);
System.out.printin(" Signature validity status: " + sv);
// Reference
Iterator<Reference> it = signature.getSignedInfo().getReferences().iterator();
for (int j = 0; it.hasNext(); j++)
{

boolean refvalid = (it.next()).validate(valContext);
System.out.printin(*" Reference[" + j + "] validity status: " + refvalid);

}

}

else

{
//
System.out.printin("Verify: OK : valid. : file = " + info);

}

}

2 Javab
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static void Enveloping()

2.3.2. .NET
.NET 2.0 XML SignedXml
Windows API Windows
.NET  SignedXml
XML Enveloping 3
// XML Enveloping RSA

String saveFile = "Enveloping-dotn.xml";

Console.WriteLine(*'----- Enveloping Test ----- ");

//

XmIDocument document = new XmIDocument();
document.PreserveWhitespace = true; // false

document. LoadXml (testXml);

// SignedXml

SignedXml signedXml = new SignedXml();

signedXml _Signature.ld = "Enveloping";

signedXml .SignedInfo.SignatureMethod = SignedXml.XmIDsigRSASHAL1Url; // RSA-SHA1

// Object

DataObject dataObject = new DataObject();
dataObject.Data = document._ChildNodes;
dataObject.ld = "MyObjectld";

signedXml _AddObject(dataObject);

// Reference

Reference reference = new Reference();

reference.Uri = "#MyObjectld";

reference.DigestMethod = SignedXml.XmIDsigSHALUrl; // SHAL
signedXml _AddReference(reference);

// 2048bit  RSA
RSACryptoServiceProvider key = new RSACryptoServiceProvider(2048);
signedXml._SigningKey = key;

// Keylnfo

KeylInfo keylnfo = new Keylnfo();
keylnfo.ld = "MyKeylnfold";
keylInfo.AddClause(new RSAKeyValue(key));
signedXml .KeyInfo = keylnfo;

//
signedXml _ComputeSignature();

// XML
XmlElement xmlSignature = signedXml.GetXml();
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XmIDocument saver = new XmlDocument();
saver._PreserveWhitespace = true;
saver.LoadXml (xmISignature.OuterXml);
saver.Save(saveFile);

//
key.Clear();
3
3 .NET Enveloping
NET  SignedXml XML 4
Y
// XML
static void Verify(String file)
{
//
XmIDocument document = new XmIDocument();
document.PreserveWhitespace = true; // false
document.Load(file);
// XML
XmINodeList list =
document.GetElementsByTagName(*'Signature™, "http://www.w3.0rg/2000/09/xmldsig#");
if (list == null || list.Count <= 0)
{
Console.WriteLine("Verify: NG : cannot find Signature. : file = " + file);
return;
}
// XML
foreach (XmINode node in list)
{
//
SignedXml verifier = new SignedXml(document);
verifier._LoadXml((XmIElement)node);
String info = file;
if (node.Attributes["1d"] != null)
info += " - Id = " + node.Attributes["1d"].Value;
bool valid = verifier.CheckSignature();
if (valid)
Console.WriteLine("Verify: OK : valid. : file = " + info);
else
Console.WriteLine("Verify: NG : faild!llll : file = " + info);
}
3

4 NET
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2.3.3. XML Security Library XMLSec
Java6 .NET XML Enveloping
XML Security Library XMLSec  Online Verifyier URL 2

URL http://www.aleksey.com/xmlsec/xmldsig-verifier.html

TVRMHL Sl v 1 ibearys 410 igal Sigoature Oiless Werileer - Sacilla Finelos
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| ¥ R E x B Iﬂ|ﬁlp]|'m#w.llm]lrﬂn]:nih&w!l’.r.lfni ® |T"l' .

XMLSEE Online XML Digital Signature Verifer

Library

Th i XML Digtal =ignture Varrher £ a mphe @ Soript that
demanstrates B 1o e XML Secuirty Libeary in réal applications

» Home

-~ Copy/Paste the Signed XML Doecument in the input fiald balow:

* My

» Dacumentation Fleaze note that all white spaces and carriage returms are sipnificant.

o FAQ
& Tutorial
& AP retarancs
o Examphlss
# b Digtal Sigratung
& Dnalires: Warifisr
s dbd Encrgption
& Xl Crrsnizslmation
* Haporting Hugs
= bkiling list
& Halated
& farthors

@i
(@ tibssit |

o

2 XMLSec Online Verifier

XML Verify Signature
XMLSec  Linux
Web
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2.4.

2 Consortium

2.4.1.
XML XML
XML target.xml
<MyData><Data ld="D1">book</Data><Data Id="D2">note</Data></MyData>
2.4.2. Sun Javab
Sun Java6 XML 4
QD Sun Java6 (Sign) XML 4 )
2 1 4 Sun Javab (Verify)
24.3. .NET
NET XML 4
(3) .NET(C#) (Sign) XML 4 )
4) @ 4 NET (Verify)
2.4.4. Sun Java6 NET
2.4.2 Sun Java6 XML 4 NET
(5) 242 NET (Verify)
245. .NET Sun Java6b
2.4.3 NET XML 4 Sun Javaé
(6) 24.3 Sun Java6 (Verify)
2.4.6. Sun Java6 IBM Java6
2.4.2 Sun Java6 XML Enveloping  IBM
Java6
©) 24.2 Enveloping  IBM Java6
(Verify)

Copyright (c) XML
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24.7. .NET

243 .NET

(8) 243
(Verify)

2.4.8. Sun Javab
2.4.2 Sun Java6
XMLSec

9) 242
(Verify)
24.9. .NET
243 NET
(10) 243

(Verify)

Copyright (c) XML
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IBM Java6
XML 4 IBM Java6
Enveloping  IBM Java6
XMLSec
XML Enveloping
Enveloping XMLSec
XMLSec
XML Enveloping  XMLSec
Enveloping XMLSec
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3.1
3.1.1. .NET
Sun Java6 IBM Java6 XMLSec
.NET
Detached o o
Detached o o
Enveloped o o
Enveloping
(@] > O (@]
Enveloping
(@] O (@] (@]
Enveloping
Sun Java6
3.1.2. Sun Java6
Sun Java6 IBM Java6 XMLSec
.NET
Detached o o
Detached o o
Enveloped o o
Enveloping
x< O x< x<
Enveloping
(@} O (@} (@}
Enveloping
.NET IBMJava6 XMLSec
3.1.3.
Enveloping
Enveloping
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xmins Enveloping
3.2.
3.2. Enveloping
SunJava6 .NET Enveloping
Sun Java6
Sun Java6  Enveloping NET

2 Consortium

Javab

Verify: NG : faild!!!!!l : file = Enveloping-dotn.xml

Signature validity status: true

Reference[0] validity status: false

: 1d = Enveloping

Signature validity status Reference
XML
Enveloping
Reference

Object

Enveloping

Object

<MyData xmlns=""">

<Data 1d="D1">book</Data>
<Data 1d="D2">note</Data>
</MyData>

</Object>

<Object Id="MyObjectld" xmlns="http://www.w3.0rg/2000/09/xmldsig#">

MyData xmlins=

SunJava6 .NET

Copyright (c) XML

Object

xmldsig
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.NET NET Reference
Base64

<DigestValue>/nnmodoGCrYGeNgg8NLNG+1TCns=</DigestValue>

<Object xmlIns="http://www.w3.0rg/2000/09/xmldsig#" 1d="MyObjectld">
<MyData xmlns="">

<Data 1d="D1">book</Data>

<Data 1d="D2">note</Data>

</MyData>

</Object>

Sun Java6 Reference Base64
.NET

<DigestValue>jZErUK6 1 1AY7Wj 1 7rDcw8eVIVtg=</DigestValue>

<Object xmlIns="http://www.w3.0rg/2000/09/xmldsig#" 1d="MyObjectld">
<MyData>

<Data 1d="D1">book</Data>

<Data 1d="D2">note</Data>

</MyData>
</Object>
MyData xmlns=""

Sun Java6 Object xmlns=""
Linux CentOS3.5 class SunJavaé IBM
Javab SunJava6 .NET Enveloping

Enveloping-java.xml  Sun Java6
Enveloping Enveloping-dotn.xml  .NET Framework

Enveloping

// Sun Java6

[centos53]$ java -version

java version "1.6.0_17"

Java(TM) SE Runtime Environment (build 1.6.0_17-b04)
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Java HotSpot(TM) Client VM (build 14.3-b01, mixed mode, sharing)
[centos53]$ java -cp - XmlSignTest Enveloping-dotn.xml
————— START OF VERIFY -----
Verify: NG : faild!!!!l : file = Enveloping-dotn.xml - Id = Enveloping
Signature validity status: true
Reference[0] validity status: false
————— END OF VERIFY -----
[centos53]$ java -cp - XmlSignTest Enveloping-java.xml
————— START OF VERIFY -----
Verify: OK : valid. : file = Enveloping-java.xml - Id = Enveloping
————— END OF VERIFY -----

// 1BM Java6

[centos53]$ java -version

java version "1.6.0"

Java(TM) SE Runtime Environment (build pxi3260sr6-20090925_ 01(SR6))
IBM J9 W (build 2.4, JRE 1.6.0 IBM J9 2.4 Linux x86-32 jvmxi3260sr6-
20090923 42924 (JIT enabled, AOT enabled)

JOVM - 20090923_042924
JIT - r9_20090902_1330ifx1
GC - 20090817 AA)
JCL - 20090924 01

[centos53]$ java -cp - XmlSignTest Enveloping-dotn.xml

----- START OF VERIFY -----

Verify: OK : valid. : file = Enveloping-dotn.xml : Id = Enveloping
----- END OF VERIFY -----

[centos53]$ java -cp - XmlSignTest Enveloping-java.xml

----- START OF VERIFY -----

Verify: NG : faild!!!!l : file = Enveloping-java.xml - Id = Enveloping
Signature validity status: true

Reference[0] validity status: false

----- END OF VERIFY -----

Page-18/23
Copyright (c) XML 2010 All rights reserved.  http://www.xmlconsortium.org/




2 Consortium

SHA-1 2008
4 SHA-1
RSA1024 [9] 2013 SHA-2
SHA-2 4.2 XML
C14N W3C 1.1 [10] Update 4.3
PKCS#12 Windows
4.4 XML
Base64 45
4.2. SHA-2 SHA-256/384/512
Reference SHA512 SHA-2/512bit
SHA512  .NET Framework Java6 SHA-2
SHA384 SHAZ256
// Java6 SHA-512
DigestMethod dm = xsf.newDigestMethod(DigestMethod.SHA512, null); // SHA2
Reference reference = xsf.newReference("#MyObjectld"™, dm, null, null, null);
// NET SHA-512
Reference reference = new Reference();
reference.Uri = "#MyObjectld";
reference.DigestMethod = "http://ww.w3.0rg/2001/04/xmlenc#sha512"; // SHA2
signedXml .AddReference(reference);
5 Java6 .NET Reference SHA2
XML RSA-SHA512 NET
Framework Java6 IE
RSA-SHA2 API XML
RSA
2048
// Javab RSA-SHA512
SignatureMethod sm =
xsf.newSignatureMethod("http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha512" ,null);
// NoSuchAlgorithmException: unsupported algorithm
// NET RSA-SHA512
SignedXml signedXml = new SignedXml();
signedXml .SignedInfo.SignatureMethod =
"http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha512";
//
// CryptographicException =
// " SignatureDescription
6 Java6 .NET RSA-SHA2
Page-19/23
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4.3. XML C14N
XML C14N 1.0 .NET Framework
Java6 W3C  Update Cl4N 1.1
// Javab C14N

XMLSignatureFactory xsf = XMLSignatureFactory.getinstance(*'DOM™);
CanonicalizationMethod cm =
xsf_newCanonical izationMethod(CanonicalizationMethod. INCLUSIVE,
(C14NMethodParameterSpec)null);
OctetStreamData rsltData =
(OctetStreamData)cm. transform(new OctetStreamData(inStream), null);

// NET C14N

Transform trans = new XmIDsigCl4NTransform();
trans.Loadlnput(doc);

MemoryStream st = (MemoryStream)trans.GetOutput();
st.Position = 0; //

7 Java6 .NET C14N

4.4. PKCS#12 Windows
PKI X.509
Java6  Windows
NET Framework Java6
PKCS#12 Windows

Windows

// Javab PKCS#12
KeyStore ks = KeyStore.getlnstance("'PKCS12™);
FilelnputStream fis = new FilelnputStream(pkcs12File);
ks.load(fis, pkcsl12Pswd.toCharArray());
for (Enumeration<String> e = ks.aliases(); e.hasMoreElements() ;)
{
String alias = e.nextElement();
if(ks.getkey(alias, pkcsl12Pswd.toCharArray()) != null)
{
// PKCS#12 alias
myAlias = alias;
break;

¥
/7

Certificate cert = ks._getCertificate(myAlias);
PublicKey pubKey = cert_getPublicKey();
PrivateKey privKey = (PrivateKey)ks.getKey(myAlias, pkcsl2Pswd.toCharArray());

// NET PKCS#12
X509Certificate2 cert = new X509Certificate2(pkcsi2File, pkcsl2Pswd);
RSACryptoServiceProvider key = (RSACryptoServiceProvider)cert.PrivateKey;

Copyright (c) XML 2010 All rights reserved.  http://www.xmlconsortium.org/
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8 Java6 .NET PKCS#12

// Javab Windows

KeyStore ks = KeyStore.getlnstance("WINDOWS-MY™);

ks.load(null, null);

myAlias = "Week2009"; // xmlc_cert_pl2  alias

//

Certificate cert = ks._getCertificate(myAlias);

PublicKey pubKey = cert_getPublicKey();

PrivateKey privKey = (PrivateKey)ks.getKey(myAlias, pkcsl2Pswd.toCharArray());

// _NET Windows

X509Store store = new X509Store("MY", StoreLocation.CurrentUser);

store.Open(OpenFlags.ReadOnly | OpenFlags.OpenExistingOnly);

//

X509Certificate2Collection collection = (X509Certificate2Collection)store.Certificates;

//

X509Certificate2Collection fcollection =
(X509Certificate2Collection)collection.Find(X509FindType.FindByTimeValid,

DateTime.Now, false);

//

X509Certificate2Collection scollection =
X509Certificate2Ul .SelectFromCol lection(fcollection, "Test Certificate Select”,
"Select a certificate from the following list to get information on that certificate”,
X509SelectionFlag.SingleSelection);

// scollection.Count = 0

X509Certificate2 cert = scollection[0];

9 Java6 .NET Windows

4.5. Base64

XML Base64

Base64 XML
Base64 .NET Framework Convert::ToBase64String()
Convert::FromBase64String() Java6 Base64
Java Base64
Reference .NET
Framework Javaé Reference Keylnfo
.NET
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Enveloping
PKI
Java6  .NET Framework XML
SHA-2 C14N 1.1
PKI
[1] MOF2008 - XML
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