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TC

> OASIS Web Services Security
Technical Committee

Security SIG
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Web Services Security TC @m

= OASIS Web Services Security Technical Committee

(WSS TC)
= 2002/7/23 TC
. 2002/9/4,5 F2F
n
= Web
n
« 31 46
Voting Member/Member (2005/6/1 )
. TC

= 2003/6 3 F2F F2F meeting
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T wssTc <

OASIS 9 W

JAMAT | EMEE | JUN | GFNE | INIAIS | MEEEREONIT | DDRINRAEID ) ERLAE |

Charter

Membership

Email Archive

Documents

Minutes
F2F

http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=wss
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(OASIS Standard) @:@L

= OASIS Web Services Security 1.0 (WS-
Security 2004) [2004 4 ]
= SOAP Message Security ( )
= Username Token Profile
= X.509 Token Profile

n [2004 12 ]
= SAML Token Profile

= Rights Expression Language (REL) Token
Profile

n 3 (Errata)
Committee Draft

Security SIG
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V1.1 28

= V1.0
= V1.0 SAML V2 Token Kerberos
Token SwA V1.1
= V1.1 7
= SOAP Message Security ( )

= Username Token Profile

= X.509 Token Profile

SAML Token Profile

Rights Expression Language (REL) Token Profile
Kerberos Token Profile

SOAP Messages with Attachments (SwA) Profile

= 6 14 Committee Draft
n 2 Public Review
[ ]
Security SIG e
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(1) PAML

= Minimalist Profile (MProf)

EPDA
WSS

m2003 3

[ ]

= XCBF Token Profile

BOASIS Standard XCBF (XML
Common Biometric Format)

2002 11 XCBFTC ( )

[] WSS TC
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= IBM Microsoft

A ws- _ -
SecureConversalion WS-Federation WS-Authorization
WS-Palicy WS-Trust WS-Privacy
Today —§+ WS-Security
SOAP Foundation

Security in a Web Services World: A Proposed Architecture and Roadmap
(http://msdn.microsoft.com/library/en-us/dnwssecur/html/securitywhitepaper.asp)
WSS TC
WS-Security 6
WS-Authorization WS-Privacy
( :Microsoft WS-Policy
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7-Jun-2005

Comsortium

[

JOASIS
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Substantive Changes
Working Public Review
Draft Public Review
60
2 15
TC Committee | | TC ||| Public Public Review )
Draft Review Draft
OASIS 3 15
TC | | Committee || TC [ | OASIS OASIS Member
Specification Admin
TC Full Majority Vote Y2005 4 15
ves OASIS
TC Full Majority Vote Standard WSS TC
gi "yes” "no’ Security SIG
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[ ]OASIS PXML

Working

Draft . . L

SAML V2
|Kerberos] T |f committee |l Tc [If Public || PublicReview || &
Draft Review Draft
6/14
TC | | Committee || TC [ | OASIS | | OASIS Member
Specification Admin
OASIS
Standard
V1.0 ,
Security SIG
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WS-Security WSS ?(1) Eﬂﬂl’

= IBM Microsoft VeriSign 3
= Web Services Security (WS-Security) Version 1.0

= OASIS TC
= Name of the TC:
B OASIS Web Services Security Technical Committee (WSS)
= The OASIS Web Services Security TC will:

B 1. Accept as input the \Weh Services Security (\WS-Security)
specification published by IBM, Microsoft, and VeriSign on April
11th 2002 [1] and subsequent submltted documents

B 2. Produce as output

. F2F
= Web Services Security: XXXXXX

( WSS )

Security SIG
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WS-Security WSS ?(2) ﬂ»@

= 2004/2/24
= WS-Security TC

. WS-Security
Web Services Security WSS
. WS-Security TC
= 2004/3/9
. WS-Security OASIS
| (WS-Security 2004)
| WS-Security

This OASIS specification is the result of significant new work by

the WSS Technical Committee and supersedes the input
submissions, Web Service Securi S-Security) Version 1.0
April 5, 2002 .0

August 18, 2002.

Security SIG
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OASIS q Advancing E-Business Standards Since 1993

| AECOUT | WEMEERE | JDIN | WEWS | ENENIE | WEMBERS ONLY | COVEE PAEEE | HMLDEE |

18 Lo 2004

el Services Security (iV55) Rntified as 04515 Standard

AmbsarFoint, BEA Symems, Barusied, Commencs Dne, Compuier Assacimges,
Dhectimantisn, Emrast, Fujitai, HP, Hisachd, 128, Mizros ok, Netagrity, Mekia, Hovell,
Ohblix, Opoardiataark. Oracle. Reactvity. RSA Secoarity, SAP. Sarvega. SeeBayond
Technology. Sun Microsystems, Verisign. amd Othars Devalop Foundational
Stamlord for S=curity

POF Yargin

Baslon, L8, U3A; 19 Agwr! 204 -- The DASIS inkematioral slandards consordion {oday
arnaunced 1hal iia membens ke approsed The YWeb Sendces Securiy (V) wrgion 1.0
O8S-Secinly 20041 35 an QASES Sianderd, 3 sras :i‘: ELe L] ||'E' :l] esl a.E Gi
ratification Y33 oflers @ inkted means for applying securly o Webr serdces by providing
the neteEaary technical foundation tor igheresel senices

Gartrer analysl, Ry Wagner, advisad, "Enterprisae should adapt WSS formatting for al
acroms-the-irawall Wb serice deployments, meen i comen where no sscunty needs have
bean idenided. Gadner balievag that WSS wil b2 the etandand tir the majorty of Web
sendces, and commiting 10 i P e enlempises 1@ easly mockhy the securty profle ol
- deployed VWab saracas in tha fulurg ™
http://www.oasis-open.org/news/oasis_news_04_19_04.php Security SIG
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OASIS q Advancing E-Business Standards Since 1993

| NEOUT | WMEMEERE | JDIN | WEWES | ENENIS | WEMBERS ORLY | COVEE PACEE | HMLDEE |

20 Ao FEE

Compoanies Demeonswate Imeroperahility of VWS- Securiey 08515 Stopdard

BEA Syssams, DatnPower, IBM, Microssft, Orsclo, Rasctivity, Panacoa Software,
ASA Soruriy. Sarvega. Sun Mizroaystems, Systinat, TIBCO, and War Sign
Collaboraie on WS-Security 3A5IS Interlp at Garner Summit

TECHICKL WORE W

ELF (Ad)
EDF il etlar]
LOE AMGELES. TA, US4 20 APRYL 3005 — Fouteen organizalion= joined fogether for the
firgl tine 10 demonem@ie imanparatlity of the YUS-Seo by DASIS Standand at the Gatner
Applicetion Imegration and Web Sepdces Summi in Les Anpeles teday. WE-Seouriy
il Ere £ =15 YVeh Serdcas Bacur =) T, dalwars a[emmmnlj

implamanting secunty funcliors such & imegnly and cenlidantiakly in rassages

implamanting highardessl \Web sericas applications

Ganrey arclygl, Ry Wagney, descibe WS-Saguily ag he slandamd Tor the majoriy of
Wb services. COMIIENG to & o wil ST erlerpress Lo eesily modly the soiity profke
of daployed Web serdcas in the fulum.™

http://www.oasis-open.org/news/oasis_news_04_20_05.php Security SIG
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WS-Security WSS ?(5) E»m

= TC WSS TC

. TC WS-Security
(WSS )

. WS-Security V1.0

0OASIS Member Gear

Advancieey opn stasdands

WS- Seourity

Brzase Products

L . 8 o
Esowse DEsigns '1..'( 'ﬁ ¥

- u:--.h:-' ) e NS

T T slac
http://www.cafepress.com/oasis_open1/6559397 Security SIG @

B

|
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Consortium
= Web Services Security:

V1.0 V1.1
SOAP Message Security o o
Username Toke Profile o o
X.509 Certificate Token Profile o o
SAML Token Profile o o
Rights Expression Language (REL) Token o o
Profile
Kerberos Token Profile o
SOAP Messages with Attachments o
(SwA) Profile
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> Web Services Security:

SOAP Message Security 1.0
(WS-Security 2004)

OASIS Standard 200401, March 2004
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= SOAP

2 Comsortium

= XML Signature
Integrity /

= = XML Encryption
Confidentiallzz E

|

Sender Authentication
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Security @EL

n <wsse: Security>

<S: Envel ope>
<S: Header >
<wsse: Security>

</wsse: Security>
</ S: Header >

<S: Body>
</ S: Body>
</ S: Envel ope> Security SIG
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Comsortium

) @ )

n
| ]
= <wsse: User naneToken>
| ]
. XML
| X.509 Kerberos
= <wsse: Bi narySecurityToken>
= XML
= XML
B SAML REL

= <wsse: Security>

Security SIG
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= <wsse:SecurityTokenReference>
= <ds:Keylnfo>

= URI
= <wsse: Ref erence>
" ID

= <wsse: Keyl dentifier>
= <ds: KeyNane>

= <wsse: Enbedded>

Security SIG
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2 Comsortium

= XML Signature <ds: Si gnat ur e>
<wsse: Security>

<S: Envel ope>
<S: Header >
<wsse: Security>
<wsse: Bi narySecurityToken ...>

</wsse: Bi narySecurityToken>
<ds: St ghat ur e>

( )

</ ds: Si gnat ur e>
</wsse: Security>

</ S: Header >

<S: Body wsu:ld="body™>

<I'S: Body>
</ S’ Envel ope> Security SIG e
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(1)

= XML Encryption <xenc: Ref er enceli st >
<wsse: Security>

= <xenc: Encr ypt edDat a>

<S: Envel ope>

<S: Header >

<wsse: Security>

<xenc: Ref er encelLi st >

<xenc: Dat aReference URI =... />
</ xenc: Ref erencelLi st >

</wsse: Security>
</ S: Header >

<S: Body>
<xenc: EncryptedData Id="...">
</ xenc: Encr ypt edDat a> ( )
</ S: Body>
</ S: Envel ope>
Security SIG e
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(2) Consartium

= XML Encryption <xenc: Encr ypt edKey>
<wsse: Security>

. <xenc: Encr ypt edDat a>

<S: Envel ope>
<S: Header >
<wsse: Security>
<xenc: Encrypt edKey>

<xenc: Ref er encelLi st >

<xenc: Ref er enceli st >

</ xenc: Encr ypt edKey>
</wsse: Security>

</ S: Header >

<S: Body>
<xenc: EncryptedData Id="...">

</ xenc: Encr ypt edDat a>
</ S Body>

</ S: Envel > Security SIG
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> Web Services Security:
SOAP Message Security

- ( )
Security SIG
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EncryptedData @EL

= <wsse: Security>

= <xenc: Encrypt edDat a>
<wsse: Security>

. <xenc: Encr ypt edDat a>

Security SIG
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I Encrypted Key @EL

= V1.0 <xenc: Encrypt edKey>

= EncryptedKey ( )

= EncryptedKey 2

= EncryptedKey

. EncryptedKey
<xenc: Encrypt edkey> |D
. EncryptedKey
<xenc: Ci pher Val ue> SHA1
© XML Consortium -29 - S(;CJUJ%SSE e
|
n <wsse: Security>

<wssell: Si gnat ureConfirmati on>

. _ <ds: Si gnat ure>
<ds: Si gnatureVal ue> _
<wssell: Si gnat ureConfirmati on> Val ue

<wssell: Si gnat ureConfirmati on>

Security SIG
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T soap RXML

=1 SOAP
must Under st and act or (SOAP1.1) rol e

(SOAP1.2)
= <wssell: Encrypt edHeader >

= <xenc: Encrypt edDat a> 1

= must Under stand actor role
<xenc: Encr ypt edDat a>
<wsse: Security>

Security SIG
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URI
URI

<wsse: Security>
. (XML
= <wsse: Bi narySecurityToken>

(<ds: Keyl nf o> )

Security SIG
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2 Comsortium

> Web Services Security

UsernameToken Profile 1.0
OASIS Standard 200401, March 2004

Security SIG
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UsernameToken @m

= WSS:SOAP Message Security( )
<wsse: User naneToken>

= SOAP
= <wsse: Security>

= WSS
" <wsse: User name>

Security SIG
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2 Comsortium

= UsernemeToken Profile
<wsse: User naneToken>

- SOAP
s <wsse: User name>

= <wsse: Passwor d>
= <wsse: Nonce> ( )
= <wsu: Cr eat ed>
] (#Passwor dText )
(#Passwor dDi gest)

= Password_Digest = Base64 ( SHA-1 ( nonce + created +
password ) )

= - Nnonce created

Security SIG
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» <wsse: User naneToken>

= <wsse: User naneToken> <ds: Keyl nf 0>

Security SIG
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2 Comsortium

> Web Services Security:
UsernameToken Profile

1.1

- ( :

Security SIG
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n MAC

n <wsse: User naneToken>

<wsse: Sal t>
<wsse: lteration>

|
= K1 =SHA1 (password + Salt)
= K2 = SHA1 (K1)
= Kn=SHAL1 (Kn1)
© XML Consortium -39 - S(;CJUJ%SSE e
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> Web Services Security
X.509 Certificate Token Profile

OASIS Standard 200401, March 2004

Security SIG
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X.509 PXML

s ITU( )
. (Subject)
. «( ) ( )
= X.509 Profile
= X509v3 X.509 v3
= X509PKIPathvl X.509
=« PKCS7 X.509 CRL( )

= <wsse: Security>

(<wsse: Bi narySecurityToken>)

Security SIG
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2 Comsortium

|
= X.509v3 Subject Key Identifier
= URI
. <wsse: Bi narySecurityToken>
wsu: | d

= Issuer Serial Number
s <ds: X509I ssuer Seri al >

Security SIG
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=1 X.509

= ) Subject Key Identifier

- (Subject Key Identifier)
STR Dereference Transform

Security SIG
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2 Comsortium

> Web Services Security:

X.509 Certificate Token Profile
1.1
- ( :

Security SIG
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b Thumbprint m

X.509 Thumbprint: X.509

n Thumbprint

Security SIG
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> Web Services Security:
SAML Token Profile

OASIS STANDARD, 01 Dec. 2004
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SAML PXML

= Security Assertion Markup Language (SAML) V1.1
(2004 5  OASIS Standard)

= SAML Authority (Subject)
XML
) Alice X Y
) Alice XXX.tXt
) Alice group Administrator

= SAML Token Profile SAML V1.1

= SAML <wsse: Security>

Security SIG
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SAML PXML

u
= SAML ID(Assertionl D )
ID <sam : Aut hori t yBi ndi ng>
|
= <sanl: Assertion> wsu: | d
|

Security SIG
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X SAML %

- ¢ )
SAML

= WSS:SAML Profile SAML

= holder-of-key
|
|

W holder-of-key
(<ds:KeyInfo> )

= sender-vouches
|

Security SIG
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2 Comsortium

> Web Services Security:
SAML Token Profile

1.1

- ( :

Security SIG
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SAML 2.0 Token Profile @EL

= 2004 12
SAML Token Profile OASIS Standard

= 2005 3
SAML 2.0 OASIS Standard
. SAML 2.0 WSS 1.0
SAML 2.0 Pofile WSS

1.1(SAML Token Profile 1.1)

Security SIG
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SAML V1.1 V2.0 ém'

= AssertionID- ID

= 1.1
-2.0 1

= AuthorityBinding
= AuthorityBinding
HTTP request 1D

(SAML URI Binding)

W https://saml.example.edu/assertion-authority?ID=abcde
= Attesting Entity

(P )

Security SIG
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SAML V2.0 PXML

| |
= SAML Assertionl D D
| |
SAML URI Bi ndi ng URI
|
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2 Comsortium

> Web Services Security
Rights Expression Language (REL)

Token Profile
OASIS Standard: 19 December 2004

Security SIG
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= ISO/IEC 21000-5:2004 Information

technology
-- Multimedia framework (MPEG-21)

-- Part 5: Rights Expression Language

n (principal)

| |

= REL wsse: Securi t
© XML Consortium -55 -

XML

y>

Security SIG
7-Jun-2005

REL PXML

n (URI )
= <r:license> wsu: | d
- URI
s <r:license> i censeld URI
Security SIG
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REL PXML




= REL Token Profile (Principal)
<r: keyHol der >

= <r: keyHol der >

= <r:keyHol der> ( )

Security SIG
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> Web Services Security

Kerberos Token Profile
= ( .

Security SIG
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= 2004 7 27 Working Draft 05
= 2005 5 IBM Microsoft DataPower 3

= 2005 5 16 Working Draft 06
= WSS 1.1
© XML Consortium -59 - S(;CJUL::);B% e

Kerberos @EL

= MIT

= Kerberos Profile Kerberos V5 AP-REQ

( AP-REQ GSS-API
)
SOAP
= AP-REQ
= Kerberos ( ) HMAC
= Kerberos ( )
( )

= Kerberos Token
<wsse: Security>

Security SIG
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AP-REQ (KRB_AP_REQ) év%

. (TGS: Ticket
Granting Service)

(Authenticator)

Security SIG
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Kerberos Token m

= <wsse: Bi narySecurityToken> wsu:ld

= <wsse: Bi narySecurityToken>
( ) SHA-1

Security SIG
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> Web Services Security

SOAP Messages with Attachments
(SwA) Profile
- ( .

Security SIG
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= 2004 10 11 2 Interop

. Actional Sun IBM Oracle

. Actional Sun Oracle
= 2004 12 6 Draft 15
= 2004 12 23 Committee Draft 01
= 2005 1 12 2 11 Public Review
= 2005 5 25 Draft 20
= WSS 1.1

Security SIG
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SOAP Messages with Attachme%
= W3C Note 11 December 2000

= SOAP ( )
= MIME

s WS-l Attachments Profile 1.0

= SOAP 1.1

= (SOAP 1.2 SOAP

Message Transmission Optimization
Mechanism (MTOM) 2005 1  W3C

Recommendation)
S ity SIG
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= SWA
MIME

Content-Description
Content-Disposition
Content-ID
Content-Location
Content-Type

SwA
WSS

Security SIG
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= SOAP Messages with Attachments

2
= Content-ID MIME "cid:foo”
URL
= Conetnt-Location MIME URL
= SWA CID URL
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MIME Part Reference Transf%

= RFC 2392 MIME URI
MIME

" MIME
Transform
= Attachment-Content-Signature-Transform
m MIME +
= Attachment-Complete-Signature-Transform
u MIME Content-* +

= Attachment-Ciphertext-Transform
m MIME

Security SIG
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= MIME
= Attachment-Complete-Signature-Transform
(SWA )
= MIME
= MIME type
= XML Exclusive XML Canonicalization
u
| |
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2 Comsortium

<xenc: Encr ypt edDat a> <wsse: Security>
<xenc: C pher Ref er ence>

( Attachment-Ciphertext-Transform )
<xenc: Encrypt edDat a> Type

URI
(Transform URI )
= WSS wsse: Security>
<xenc: Ref erencelLi st >
<xenc: Encrypt edKey>
<wsse: Security>
<xenc: Encr ypt edDat a>

Security SIG
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MIME MIME

SOAP SOAP
<wsse:Security>

<xenc:EncryptedDgta>

<xenc:CipherRefafence >

cid

Security SIG
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= Web Services Security
OASIS WSS TC

= OASIS Standard Web
Services Security V1.0 (WS-Security
2004) V1.1
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> WS-Security 2004

© XML Consortium

6 XML
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2 Comsortium

(2005 1 13
Day )
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SOAP
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WS-Security 2004

]
n
n
n
|
= ID
= Security
n
n
n
n
n
n
n
n
n
Security SIG
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| |
|
|
|
|
| |
|
|
|
|
|
BEnd-to-End
Security SIG
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SSL PXML

s SSL: Point-to-Point

=) B e

» WSS: End-to-End

]
[
Security SIG
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SSL PXML

s SSL: Point-to-Point

Security SIG
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SSL PXML

s SSL: Point-to-Point

— .
N\ 74
Security SIG
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= SOAP

= XML-Signature
= XML Encryption

Security SIG
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D <

|
|
- wsu:ld
= XML-Signature ID
= XML Encryption ID
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Security m

= SOAP actor/role

= <wsse:Security>
. Security actor/role
= Security actor/role

Security SIG
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| |
= <wsse:UsernameToken>
| |
. XML
m X.509 Kerberos
= <wsse:BinarySecurityTokern>
= XML
= XML
B SAML REL

= <wsse:Security>

© XML Consortium -83 -
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Comsortium

| EncodingType

sl1:Envelope
[ I 1
sl1:Header s11:Body
1.*
wsse: Security
sll:actor (sl2:role)
lo.* lo.* 0.
wsse: UsernameT oken wsse: BinarySecurity Token saml:Assertion
ValueType

wsse: Username
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<ds:KeyInfo>

URI
<wsse:Reference>

<wsse:Keyldentifier>

<ds:KeyName>

<wsse:Embedded>

-85 -

<wsse:SecurityTokenReference>

Comsortium
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wsse: Security

0..*

wsse: Security TokenReference

Comsortium

wsse: Refer ence

URI
ValueType

wsse:K eyl dentifier ds:Keylnfo

wsse: Embedded

ValueType

EncodingType

© XML Consortium

ds:KeyName

saml: Assertion

-86 -
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= XML-Signature
= <ds:Signature>
= Detached <wsse:Security>
= Exclusive XML Canonicalization
= SOAP Message Normalization

STR Dereference Transform

| |
= <wsse:SecurityTokenReference>
Security SIG e
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[ |

= XML Encryption
= <xenc:RefernceList>
= <xenc:EncryptedKey>

Security SIG
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wsse: Security

0..*

0..*

0..*

Comsortium

ds:Signature

xenc:Refenecel ist

xenc:EncryptedK ey

1.*

ds:Keylnfo

xenc:DataRefenece

ds:Keylnfo

wsse: Security TokenReference

wsse: Secur ity T okenRefer ence

© XML Consortium
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<wsse:Security>
<xenc:EncryptedKey>....</xenc:EncryptedKey>
<ds:Signature>....</ds:Signature>
</wsse:Security>

>

<wsse:Security>
<ds:Signature>....</ds:Signature>
<xenc:EncryptedKey>....</xenc:EncryptedKey>
</wsse:Security>

© XML Consortium
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= <wsu:Timestamp>

[ |
= <wsu:Created>
[ |
= <WSU:Expires>
Security SIG e
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wsse: Security

0..1
wsu: TimeStamp

wsu:Created wsu: Expires
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