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Configure an Access Control Policy Help

AAA Policy Name: |dem01

Define how to extract a user's identity from an incoming request.

http ——— | [HTTP's Authentication header

serMame element from WS-Security header

WS-Security ~—— [ |BinarySecurityToken elernent from WS-Security header

[Jws-SecureConversation Identifier

[]w=-Trust Base or Supporting Token

| sSAML

Identification methods

| [Jkerberos ticket from WS-Security header
\ [J3ubject DM from SSL client certificate

NlMame from SAML attribute assertion

| samL

[[JMame from SAML authentication assertion

|\_ SAML artifact

[]Client IP address

I:I []=ubject DM from certificate in the message's signature
\ Token extracted frorm the message
[JToken extra

ookie value

[[JCustam template
#
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Configure an Access Control Policy
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Help
Define how to authenticate the user.
{Use DataPower AAA Info file
{# Bind to specified LDAP server
Contact Tivoli Access Manager SAML ( )|
() Contact Metegrity SiteMinder
Contact Oblix server SAML

Method

(yContact ClearTrust server

(yUse specified RADIUS serve
(y\alidate the client S5L cerfficate

{yhAccept a SAML assertionAwith a valid signature

(JRetrieve SAML assertions corresponding to a SAML browser artifact
(JContact a SAML server for a SAML Authentication statement

(JUse an established WS-SecureConversation security context
()Pass identity token to the authorize step

(i\alidate a Kerberos ticket far the carrect server principal
(yCustom template
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Define how to authorize a request.

fSiallow any authenticated client
(OrAlways allow
Contact Tivoli Access Manager
() Contact Metegrity SiteMinder
Contact Oblix server
(yContact ClearTrust server
{yiCustorn termplate
(TyCheck for mermbership in an LDAP group
\(Generate a SAML authorization query

SAML enerate a
D: LI;\s : : y—

(yUse Datapower AAA Info file

SAML

Method
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[[®) System Log for Transaction 5463

target:  [defaukdog = salactl filter:  [{rongh El[trone) =] refresh time

time cateqory level trans# client messange

15:25: 26 | multistep | error | 5463 | 192 1620 109 | emifirewall [TestA3}: Event-Code(0=d320003] - Rejected
by filkar; SOAD fault zant

15: 25: 26 | multistep | error | 54563 192 162.0.199 | kmifirewall (TestA3): request TEStﬁ;'-l_l_RulE_D #1 3aa:
'TWNPLIT Test®3 3 stored in QUTPUT failed: Rejected by
policy,

1S:35: 26 | aa 5453 192 162.0.199 | tmifirewall {TestA3): Policy(Testaa 3 Message rejected

15:25:26 | a3a warn | 5463 [ 192.162.0.109  xmifirewall (Testn3): PalicyiTesta3_ 3 anyauthenticated
authorization failed with credential * for resourss 'POST

15:25:26 | a3a warn | 5463 | 192.162.0.109 [xmifirewall (Testh3 ) PalicyiTestas_3): Idap
authentication failed with {wWssec-usemame,
L5arname="usarAAA8" passwongl="2¥ "0 8 =
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