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= “Crypto-Gram Newsletter” by Bruce Schneier

= http://www.schneier.com/crypto-gram-0006.html

SOAP HTTP

“Web Services Security” by Bilal Siddiqui

= http://webservices.xml.com/pub/a/ws/2003/03/04/security.html
= SOAP Web

1. SOAP
2.2 XML SOAP
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XDoS (XML )

Multiple Vendpr XML Pars_e_r Denial Of - SecurltyFocus
Service Vulnerability
bugtraq id 6398 L] ( ) XML
object Crimson Xerces
class Input Validation Error
cve CVE-MAP-NOMATCH SOAP
remote  Yes
local No
published Dec 16, 2002 XML CPU

updated Dec 16, 2002

vulnerable Apache Software Foundation Axis 1.0
Apache Software Foundation Axis 1.1 beta
Apache Software Foundation Xerces C++

21.0
Apache Software Foundation Xerces Perl ( )
1.7 .0-1
( Sun One
WebSphere )
http://www.securityfocus.com/bid/6398/info/  security SIG
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= [ GLSA 200507-15 ] PHP: Script injection through XML-RPC
= 2005-07-14 18:00:00 URL: http://www.securityfocus.com/archive/1/405265
= [ GLSA 200507-10 ] Ruby: Arbitrary command execution through XML-RPC
= 2005-07-10 18:00:00 URL: http://www.securityfocus.com/archive/1/404984
= SUSE Security Announcement: php/pear XML RPC remote code execution
= 2005-07-07 18:00:00 URL: http://www.securityfocus.com/archive/1/404624
= [ GLSA 200507-06 ] TikiWiki: Arbitrary command execution through XML-RPC
= 2005-07-05 18:00:00 URL: http://www.securityfocus.com/archive/1/404479
= Adobe Reader 7: XML External Entity (XXE) Attack
= 2005-06-15 18:00:00 URL: http://www.securityfocus.com/archive/1/402468
= New Python2.2 packages fix unauthorised XML-RPC internals access
= 2005-02-03 17:00:00 URL: http://www.securityfocus.com/archive/1/389511
= 1BM DB2 XML functions overflows (#NISR05012005H)
= 2005-01-04 17:00:00 URL: http://www.securityfocus.com/archive/1/386096
= 1BM DB2 XML functions file creation vulnerabilities (#NISR050120051)
= 2005-01-04 17:00:00 URL: http://www.securityfocus.com/archive/1/386097
= Microsoft 11S 5.x/6.0 WebDAV (XML parser) attribute blowup DoS
= 2004-10-11 18:00:00 URL: http://www.securityfocus.com/archive/1/378179

= Multiple vendor SOAP server (XML parser) denial of service (DTD parameter entities)
Security SIG =
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What's Next?

<MemberList>

<Member=>
<Name=> </Name>
<Address> </Address>
</Member=>

</MemberList>

<xsd:element name="Name"
type="xsd:string" minOccurs="1"
maxOccurs="1">

© 2005 XML Consortium 20
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<MemberList>

<Member>
<enc:EncryptedData Id="EDO1" MimeType="..."
Type="http..." xmlIns:xenc="http...">
<enc:EncryptionMethod Algorithm="http...">
<enc:KeySize>192</enc:KeySize>
</enc:EncryptionMethod>
<ds:KeylInfo xmlIns:ds="http...">
<ds:KeyName=>john</ds:KeyName>
</ds:Keylnfo>
<enc:CipherData>
<enc:CipherValue>Va2tn...
</enc:CipherValue>
</enc:CipherData>
</enc:EncryptedData>

<Address>
</Member>
</MemberList>

</Address>
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