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* Wiki AJAX RSS ATOM LAMP
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* Google Map

* Wisdom of Crowds
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= Web Services Security
* Web
* SOAP Security

— Username Token Profile
— X509 Token Profile
— SAML Token Profile

= Web Services Trust

= Web Services Secure Conversation
= Web Services Security Policy
* WS-Policy
— WS-Policy
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= OASIS

* WSS TC: WS-Security Core, Token Profiles
° WS-SX TC: WS-Trust, WS-SecureConversation, WS-SecurityPolicy
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WS-Security

= SOAP

* UsernameToken
— ID/Password
* X509Token
— X509
BinarySecurityToken
* SAMLToken
— Security Assertion Markup
Language (SAML)
* KerberosToken
— Kerberos Ticket
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<soapenv:Envelope>
<soapenv:Header>

<wsse:Security soapenv:mustUnderstand="1"
xmlns:wsse="http://docs.oasis-
open.org/wss/2004/01/oasis-200401...." >

<wsse:BinarySecurityToken
ValueType="...#X509v3"
EncodingType="...#Base64Binary>
MIIEZzCAWIBAQIQEmMtJZcO...
</wsse:BinarySecurityToken>

<ds:Signature>
<ds:SignatureValue>
SbhHeGPrsoyxXbTPdIEcybfqvoEdZ/dvg...
</ds:SignatureValue>
</ds:Signature> tj
<EncryptedData....> ,;]
<EncryptionMethod
Algorithm="http://....001/04/xmlenc#tripledes-cbc" />

</EncryptedData>

</soapenv:Body>
</soapenv:Envelope>

</wsse:Security>

</soapenv:Header>
<soapenv:Body>
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WS-Trust & WS-SecureConversation

= WS-Trust

= WS-SecureConversation

<wst:RequestSecurityToken>

<wst:TokenType>
http://docs.oasis-open.org/ws-sx/
ws-secureconversation/200512/sct

</wst:TokenType>

<wst:RequestType>
http://docs.oasis-open.org/ws-sx/
ws-trust/200512/Issue
</wst:RequestType>
</wst:RequestSecurityToken>

</S11:Body>
</S11:Envelope>

[
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<S11:Envelope xmins:S11="
xmins:wst="..." xmIns:wsc
<S11:Body>

xmlns:xJ

<wst:RequestSecurityTokenResponse>
<wst:RequestedSecurityToken>
<wsc:SecurityContextToken wsu:ld="sc">
<wsc:ldentifier>uuid:...</wsc:ldentifier>
<wsc:Instance>UUID2</wsc:Instance>
</wsc:SecurityContextToken>

</wst:RequestedSecurityTo
<wst:RequestedProofTokel
<xenc:EncryptedKey ld="

</xenc:EncryptedKey>
</wst:RequestedProofToken>
</wst:RequestSecurityTokenResponse>

</S11:Body>
</S11:Envelope>
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WS-SecurityPolicy

* Web

* Security Binding Assertion

* Protection Assertion

* Token Assertion

= Token Assertion
¢ UsernameToken
* X509TokenAssertion
* KerberosTokenAssertion
* IssuedTokenAssertion

Web2.0
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<sp:SymmetricBinding>
<wsp:Policy>
<sp:ProtectionToken>
<wsp:Policy>
<sp:KerberosV5APREQToken
sp:IncludeToken=".../IncludeToken/Once" />

</sp:ProtectionToken>

<sp:SignBeforeEncrypting />

<sp:EncryptSignature />
</wsp:Policy>

</sp:SymmetricBinding>

<wsp:Policy>

<sp:SignedParts>

<sp:Body/>

<sp:Header

Namespace=http://schemas.xmlsoap.org/
ws/2004/08/addressing />

</sp:SignedParts>
<sp:EncryptedParts>

<sp:Body/>

</sp:EncryptedParts>
</wsp:Policy>
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Web

* Web

<sp:SupportingTokens>

<wsp:Policy>
<sp:lssuedToken...>

P = <sp:lssuer>

— X509 <wsa:Address>http://www.sts.issue</wsa:Address>

3 Token <Isp:Issuer>

Username
Token

- <sp:RequestSecurityTokenTemplate ...>
<wst:RequestSecurityToken ...>
<wst:TokenType>http://...#X509v3</wst: TokenType>

<wst:RequestType>
http://.../trust/Issue
</wst:RequestType>
</wst:RequestSecurityToken>
</sp:RequestSecurityTokenTemplate>
<sp:RequireDerivedKeys />
<sp:RequireExternalReference />
</sp:lssuedToken>

</wsp:Policy>
</sp:SupportingTokens>
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* UsernameToken
* X509Token
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Web » UsernameToken

* X509Token

Web2.0

<<Authentication>>
TravelAgency
callerType = traveler
getReservation()

[SupportedToken]

- UsernameToken

- X509Token
[UserRegistry]

- ID/Password

- X509

[Key Information]

- KeyStore Path

- KeyStore Password
- Key name
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<<Authentication>>
TravelAgepncy—

callerType ftraveler“

getReservatio

inbound TravelAgency outbound

Day

X509Token _

i
UsernameToken / X509Token

caller = “true” K caller = “true”
securityDomain = “custorher|D”

securityDomain = “mileageNO”

i
/ TrustMethod

method = “basic”

~

UsernameToken

Mileage No.

© 2006 IBM Corporation

( )

<sp:SupportingTokens>

<sp:lssuedToken caller="true”
securityDomain="mileageNo” >
<sp:lssuer>
<wsa:Address>http://...</wsa:Address>
</sp:lssuer>
<sp:RequestSecurityTokenTemplate ...>
<wst:RequestSecurityToken ...>
<wst:TokenType>...#X509v3</wst:TokenType>
<wst:RequestType>
http://...Itrust/Issue
</wst:RequestType>
</wst:RequestSecurityToken>
</sp:RequestSecurityTokenTemplate>
</sp:lssuedToken>

R\

<sp:UsernameToken caller="false”

caller = “false”

Web2.0

- XML

securityDomain = “agentID”

Day

securityDomain="agentID" >
<sp:WssUsernameToken10>
</sp:UsernameToken>

</sp:SupportingTokens>
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- OASIS
* WS-Security Ver.1.1

WS-Trust Ver.1.3

* WS-SecureConversation Ver.1.3

* WS-SecurityPolicy Ver.1.2
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