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XML-Signature

<Signatur e xmlns=" http://www.w3.0rg/2000/09/xmldsig#’ >
<Signedinfo>
<CanonicalizationM ethod
Algorithm="http://www.w3.0rg/TR/2001/REC-xml-c14n-20010315" />
</CanonicalizationM ethod>
<SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsi g#dsa-shal” />
<Refer ence URI="#MyFirstSignature” >
<Transforms>
<Transform Al gorithm=" http://www.w3.0rg/TR/2001/REC-xml -c14n-20010315" />
</Transforms>
<DigestM ethod Algorithm="http://www.w3.0rg/2000/09/xmldsi g#shal” />
<DigestV alue>j6lwx3rvEPOOVK tMup4NbeV usnk=</DigestValue>
</Reference>
</Signedinfo>

<Signatur eValue>MCOCFFrVLtRIk.....=</Signatur eValue>

<Keylnfo>
<K eyName>xml Tarou@xmlcon.com#DSAK ey</K eyName>
</Keylnfo>

<Object |d="MyFirstSignature” >
<TestData> XML </TestData>
</Object>
</Signature >
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XML-Signature XPath Filter 2.0

XPath

wW3C 2002-04-25

/2002/04/xmldsig-filter 2

Enveloped Signature
k.

_ -
<Editable/> >XML Signature
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Exclusive XML Canonicalization

W3C 2002-05-24

/2001/10/xml-exc-cl4n#

Name Space

<nl:eleml xmins.nO=http://a.com
xmlns:nl1="http://b.com” >
<n0:elem?2 xmlIns:n0="http://a.com” > content
</nl:eleml1>
<nl:eleml xmins.n1="http://b.com” >
content

</nl:elem1>

</n0:elem2> <nl:eleml xmins.n1="http://b.com” >
content

</nl:eleml1>
—
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XML Encryption

XML

2002-03-04

/2001/04/xmlenct

© XML Consortium 2 2002/06/10



XML Encryption

<Order>

<Creditcard>
<EncryptedData Id="ED" xmlIns="nttp://www.w3.0rg/2001/04/xmlenc#">
<EncryptionMethod Algorithm="#tripledes-cbc">
<ds:Keylnfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<EncryptedKey>
<EncryptionMethod Algorithm="#rsal_5">
<ds:KeylInfo>
<KeyName>my-rsa-key</KeyName>
</ds:KeylInfo>
<ChipherData>5+GpVUQNTAT3uY8pPed</ChipherData>
<ReferenceList>
<DataReference URI="#ED"/>
</ReferenceList>
</EncryptedKey>
</Keylnfo>
<ChipherData>
<ChipherValue>41a2BdeaXEdda468Xaegde</ChipherValue>
</ChipherData>
</EncryptedData>
<Creditcard>

<Order>
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Decryption Transform
for XML Signature

W3C 2002-03-04

/2001/04/decr ypt#

XML Signature

XML Signature/XML Encryption
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Web Services Security Language
WS Security)

SOAP

W3C 2002-04-05

/2002/04/secext/

XML

Signature

XML Signature

XML Encryption
SOAP Security Extension Digital Signature

Gomrt Boeorde

Encryption

2001-10-23 MSDN
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WS-Security

<S:Envelope xmlns.S=" http://schemas.xml soap.org/soap/envel ope/”
xmlns:wssec=" http://schemas.xml soap.org/ws/2001/10/security” >
<S:Header>
<WSSeC: Security>

<wssec:BincarySecurityToken 1d="myToken”

ValutType="wssec: X590v3" EncodingType=" wssec:Base64Binary” >
(X.509v3 )

</ wssec:BincarySecurity Token>

<ds:Signature xmlns.ds="http://www.w3.0rg/2000/09/xml dsi g#">
<ds:Reference>
<ds: Transforms>
<ds:Transform

Algorithm=" http://schemas.xml soap.org/2001/10/security#RouingSignatureT ransform” />
</ds:Transforms> .
</ds:Reference> XML Signature)
</ds.Signature>

</WSsec: Security>
</S:Header>

<S:Rody>
<enc:EncryptedData xmlns.enc=http://www.w3.0rg/2001/04/xmlenc#>

</enc: FncrvntedData>

<7§°é%83%2e> | (XML Encryption
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XKMS 20 (XI\/IL Key Management Specification)

W3C 2002-03-18

/2002/03/xkms

o8
.

© XML Consortium 2 2002/06/10



XKMS

L ocate

XML Signature <Keylnfo>

<L ocate xmIns="http://www.xkms.org/schema/xkms-2001-01-20">
<Query>
<Keylnfo xmlns="http://www.w3.0rg/2000/09/xmldsi g#" >
<K eyName>shimoda@o-camera.com</KeyName>
</Keylnfo>
</Query>

<Respond>
<string>K eyName</string>
<string>KeyV aue</string>
</Respond>
</Locate>

© XML Consortium
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XKMS X-KISS)

Validate

<Validate xmlins="

I TREV-VAWLS

<Querys
<Status>Indeterminate</Status>
<Keylnfo xmIns="http://www.w3.0rg/2000/09/xmldsi g#"'>
<KeyVaue>
<RSAKeyVaue>
<M odulus>y0eZi+pL 54400anaCbHOF==</M odulus>
<Exponent>A QA B</Exponent>
</RSAKeyVaue>
</KeyVaue>
</Keylnfo>
</Query>
<Responc>
<string>K eyName</string>
<string>KeyV alue</string>
</Respond>
</Vaidaies
© XML Consortium 2002/06/10




<Register xmlns="
<Prototype |d="Ref1">
<Status>Valid</Status>
<Keylnfo xmlns="http://www.w3.0rg/2000/09/xmldsi g#" >
<KeyVaue>
<RSAKeyVaue> </RSAKeyVaue>
</KeyVaue>
</Keylnfo>
<PassPhrase>8czbkgkp9RSelAxdDz8vu+eAl SE=</PassPhrase>
</Prototype>
<Authlnfo>
<AuthUserInfo>
<Pr oof Of Possession> </Proof Of Possession>
<KeyBindingAuth> </KeyBindingAuth>
</AuthUserInfo>
</Authinfo>
<Respond>
<string>K eyName</string>
<string>X509Data</string>
</Respond>
</Register>
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XKMS

Validate <KeyName>

V alidateResult

Vdidate

XKMS CA m
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XACML

(eXtensible Access Control Markup Language)

OASIS 2002-07-01

XACM L

sAction(read write
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XACML

XML
Requester > PEP |«
A
SAML Request SAML Response
\ 4
PIP [ ., PDP

i 7y XML
XACML Response

XACML Request

- Y retrieve
PAP install = ppp e

store

PEP: Policy enforcement point PAP: Policy administration point XACML Policy
PDP: Policy decision point PIP: Policy information point for XML resources

PRP: Policy retrieval point
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XACML

policySetStatement

Tt

policyStatement

Tt

tar get

et

subjects

rule obligations
| T |
condition effect
. I
I esour ces actions
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<ruleruleld="//cons.com/rule/id/1" effect=" Allow” >
<description>Sample policy</description>
<target>
<subjects>
<saml:Attribute AttributeName=" RFC822Name” >
<saml:AttributeValue>* </saml:AttributeValue>
</saml:Attribute>
</subjects>
<r esour ces>
<saml:Attribute AttributeName=" documentURI|" >
<saml:AttributeValue>//cons.com/r ecord.* </saml: AttributeValue>
</saml:Attribute>
</resouces>
<actions>
<saml:Action>r ead</saml:Action>
</actions>
</target>
<condition>
<not>
<grater Or Equal>
<minus>
<saml:AttributeDesignator AttributeName="today’sDate” />
<saml:AttributeDesignator AttributeName="employDoB” />
</minus>
<saml:Attribute AttributeName="ageOfConsent” >
<saml:AttributeValue>20-0-0</saml:AttributeValue>
</saml:Attribute>
</grator Or Equal>
</not>
</condition>

<[rule>

© XML Consortium 2002/06/10



SAML

Security Assertion Markup Language

/ /
OASIS 2002-07-01

SAML Single Sign-On Pull M odel
WebﬂeA

SiteB

Web'Site B
A
.- il

(Pull / Push / 3" Party Security)
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SAML

Credentials
Collector

System Entry

© XML Consortium

Authentication
Authority

Authentication
Assertion

Authentication
Assertion

Attribute
Authority

Attribute
Assertion

SAML

Policy
Decision Point

Authorization
Decision
Assertion

Policy
Enforcement
Point
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SAML

<samlp:Request MajorVersion="1" MinorVersion=" 0"
Request| D=" 8xtyzzK gPM L cFswefRIJAL" >
<samlp:RespondWith>AuthenticationStatement</samlp:RespondWith>
<samlp:AuthenticationQuery>
<saml: Subject>
<saml:Namel dentifier Name="JFB" />
<saml: SubjectConfir mation>
<saml:ConfirmationM ethod>
http://www.oasis-open.org/..../dr aft-sstc-cor e-25/password
</saml:ConfirmationM ethod>
<saml: SubjectConfirmationData>
uTKaRyQmytsz=
</saml:SubjectConfir mationData>
</saml: SubjectConfirmation>
</saml:Subject>
</samlp: AuthenticationQuery>

</samlp:Request>
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SAML

<samlp:Response InResponseTo="8xtyzzK gPM L cFswefRIJAL*“
MajorVersion="1" MinorVersion="0"
ResponselD="“xmlconsortium2002061002090011">
<samlp:Status>
<samlp:StatusCode Value="samlp:Success"/>
</samlp:Status>
<saml:Assertion AssertionID="gqJcZsDTnJBPPe/4tIJKuZ/OLMtE=*
Issuelnstant="2002-06-10T11:22:33.456" Issuer="JUSTAIr"
MajorVersion="1" MinorVersion="0">
<saml:Conditions
NotBefore=" 2002-06-10T11:22:33.466"
NotOnOrAfter=" 2002-06-10T15:22:33.466 "/>
<saml:AuthenticationStatement
AuthenticationInstant=" 2002-06-10T11:22:33.106*
AuthenticationMethod="http://www.oasis-open.org/.../password" >
<saml:Subject>
<saml:Nameldentifier Name="JFB"
ecurityDomain="just:Reservation"/>
<saml:SubjectConfirmation>
<saml:ConfirmationMethod>
http://www.oasis-open.org/.../password
</saml:ConfirmationMethod>
</saml:SubjectConfirmation>
</saml:Subject>
</saml:AuthenticationStatement>
mAsSErtior
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XMLPay core 2000-11-20 Release
XMLPay Registaration

—
=

XML Pay Request

XML Pay Response

Payment
Processor
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XML Pay

Business-to-Business Model

Trading Seller
Exchange

Payment Payment
Gateway

- XML Pay Request
XML Pay Response i —
—> y Resp ——
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XML PayRequest(

<XMLPayRequest>
<RequestData>
(Vendor)
(Partner)

Authorization

<Transaction Id=? CustRef=?> Capture

(Authorization|Capture|Sale|Credit|Void|

ForceCapture|RepeatSale|GetStatus)

) Sale
</Transaction>

Credit Sale Capture

Void sde capture credit
</RequestData>

ForceCapture ( )

(RequestAuth)? capture
RepeatSale

</XMLPayRequest> GetStatus
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XML PayResponse(

<XMLPayResponse>
<ResponseData>
(Vendor)
(Partner)
<TransactionResults d=?>
(TransactionResult)+
</TransactionResults>

</ResponseData>

(Signature)?

(TransactionReceipts)?

</XMLPayResponse>

© XML Consortium

Result
AVSResult AVS

CVResult CV Credit Void
Message

PNRef

AuthCode

HostCode

HostURL URL
OrigResult GetStatus
Status

ReceiptURL

ExtData
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XML PayReceipt( )

<XMLPayReceipt>
<ReceiptData>
(Vendor)
(Partner)

(Transaction)

(TransactionResult) XM L PayRequest

</ReceiptData>

(Signature)

</XMLPayReceipt>
XML PayResponce
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Acronyms

ASN.1
Abstract Syntax Notation 1

CA
Certification Authority

CEP

Certificate Enrollment Protocol

CMC
Certificate Management protocol using CMS

CMP

Certificate Management Protocol
CMS

Cryptographic Message Syntax
CRL

Certificate Revocation List

CRMF
Certificate Request M essage Format

CRS
Certificate Request Syntax

© XML Consortium

DOM

Document Object Model
DSA

Digital Signature Algorithm
HTTP

Hyper Text Transfer Protocol
LDAP

Lightweight Directory Access Protocol
MAC

Message A uthentication Code
OSCP

Online Certificate Status Protocol
PGP

Pretty Good Privacy
PKCS

Public Key Cryptography System
PKIl

Public Key Infrastructure
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o Acronyms (cont.)

RSA

Rivest, Shamir, Adleman
SDK

Software Development Kit
SHA

Secure Hash Algorithm
SOAP

Simple Object Access Protocol
SPKI

Standard Public Key Infrastructure
SSL

Secure Socket Layer
TLS

Transport Level Security
WSDL

Web Service Description Language
WWW

World Wide Web

© XML Consortium

URI

Uniform

URL

Uniform Resourc

URN

Uniform Resource Nam

X-KISS
XML Key Information Servic

X-KRSS
XML Key Registration Managem

X509
1SO X.509 recommendation

XKMS
XML Key Management Specification

XML
Extensible Markup Language

urce ldentifier
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XML Signature:
— http://www.w3.org/ TR/xmldsig-core/

o XPath Filter 2.0

— http://www.w3.org/TR/xmldsig-filter2/

o Exclusve XML Canonicadlization
— http://www.w3.org/TR/xml-exc-c14n/

o XML Encryption:

— http:/lwww.w3.org/ TR/xmlenc-core/

o Decryption Transform:
— http://www.w3.org/TR/xmlenc-decrypt/

o WS Security

— http://www.microsoft.com/japan/msdn/webservices/dnsrvspec/w
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http://www.w3.org/TR/xmldsig-core/
http://www.w3.org/TR/xmldsig-core/
http://www.w3.org/TR/xmldsig-filter2/
http://www.w3.org/TR/xml-exc-c14n/
http://www.w3.org/TR/xmlenc-core/
http://www.w3.org/TR/xmlenc-decrypt/
http://www.microsoft.com/japan/msdn/webservices/dnsrvspec/wssecurspecindex.asp
http://www.microsoft.com/japan/msdn/webservices/dnsrvspec/wssecurspecindex.asp
http://www.microsoft.com/japan/msdn/webservices/dnsrvspec/wssecurspecindex.asp
http://www.microsoft.com/japan/msdn/webservices/dnsrvspec/wssecurspecindex.asp

o XKMS20
— http:/Iwww.w3.org/TR/xkms/

o XACML

— http://www.xacml.orq

o SAML

— http://www.0as s-open.org/committees/security/

o XML Pay

— http://www.verisign.com/devel oper/xml/xmlpay.html
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