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IBM,MS, Verisign3

SOAP-ENV:Envelope

SOAP-ENV:Header

<security>
< sse:BinarySecurityToken>

<ds:signature>
XML

</ds:signature>
<[security>

</ sse:BinarySecurityToken> T~

SOAP-ENV:Body

<encryption>
XXX

</encryption>

</

<encryption>

XXX

</encryption>
</
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1-1.xml
[ ] <?xml version="1.0" encoding=""Shift JIS" ?>

<Signature Id="Sig" xmIns="http://www.w3.0rg/2000/09/xmldsig#">
<Signedinfo>

<CanonicalizationMethod Algorithm="http://www.w3.0rg/TR/2000/CR-xml-c14n-20001026" />

<SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal™ />

<Reference Id="REF 01" Type="http://www.w3c.org/2000/09/xmldsig#Object" URI="#OBJ 01">
<Transforms>

<Transform Algorithm="http://www.w3.0rg/TR/2000/CR-xml-c14n-20001026" />

</Transforms>

- <DigestMothod Algorithr=""http:/ AW w3-0fg/2000/00/xmidsigiishal” /> | DigestValue
I <DigestValue>VFAPKMclh+Z0Z9I13rKsxOCbWG/Y=</DigestValue> |

| <SignatureVaIue>GzStImRoGFGGongkIXFl/urDGJIOEpdhtk8050rj3JpoI...</SignatureVaIuezl<\

<KeylInfo> ——SingatureValue
<KeyValue>

<RSAKeyValue>
<Modulus>ANzfAICW6ErdY7F40R7Q+fC+h/00AC3vbCs/w39X...</Modulus>
<Exponent>AQAB</Exponent>
</RSAKeyValue>
</KeyValue>
</KeylInfo>
<Object Id=""0OBJ 01" MimeType=""xml/text">
<l-- Presentation -->
< >
< >2001</ >
< >2</ >
< >le</ >
</ >
</Object>
</Signature>

15
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UTF-8

<?xml version="1.0" encoding="1S0O-8859-1"7>
<doc>&#169¢/doc>

XML
<doc>#xC2#xA9<fd0C>” / —
<quantity/>

XML
<quantity></quantity>

XML DTD

<?xml version="1.0"7> «
<?xml-stylesheet href="doc.xsl” typezw
<IDOCTYPE doc SYSTEM "doc.dtd"">

<doc>Hello, world!</doc>

A

y

XML

<?xml-stylesheet href=""doc.xsl|” type=""text/xsl" ?>
<doc>Hello, world!</doc>

Copyright(C) 2002 NEC and XML Consortium. All rights reserved.
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<link URI=" ..." jd=" 1" type=" A"> </link>
XML
\4
<link id=" 1" type=" A” URI=" ...”> </link>
<doc>
<el xmlns= """ xmins:a="A""> ............
<e2 xmins="B"> ... .
<e3 xmins= """ xmins:a= "A" >
<e4 xmins= """ xmIns:a= "B" > xmins
VX|\/|L xmins
<doc> xmins:a
<el xmins:a= "A"> xmins
<e2 xmins= "B'">
xmins
<e3 xmins=""">
<e4 xmins:a= "B""> xmins:a
xmins:a
xmins:a
xmins:a

Copyright(C) 2002 NEC and XML Consortium. All rights reserved.
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.
: <Signature xmIns:"http://www.w3.org/2000/q)7/xmldsig#">

| <Signedinfo> |

: <CanonicalizationMethod Algorithm:"htltp://www.w3.org/TR/ZOOO/WD—xmI—cl4n—20001026" />
| <SignatureMethod Algorithm="http.//wyw.w3.0rg/2000/09/xmldsig#dsa-shal™ />
: <Reference URI="http://www.nec.co.jp/hogehoge'">

| <Transforms>

[ <Transform Algorithm="http:.//www.w3.0rg/2000/09/xmldsig#base64" />

: </Transforms>

| <DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal" />

: <DigestValue> ( ) </DigestValue>

| </Reference>

: </Signedinfo>

| <SignatureValue> ( ) </SignatureValue>

: <KeylInfo>

| <KeyValue>

l <DSAKeyValue> ( ) </DSAKeyValue>

: </KeyValue>

[ </Keylnfo>

: </Signature> XML

[

|

[

|

|

[

Consortium

<personnel |d="root">
<person Id="Big.Boss"">
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b <personnel Id="root”>

<person Id="Big.Boss"">
<name><family>Boss</family> <given>Big</given></name>
<email>chief@foo.com</email>
<link subordinates=""one.worker two.worker three.worker four.worker five.worker"'/>
</person>
<person Id="'one.worker">
<name><family>Worker</family> <given>One</given></name>
<email>one@foo.com</email>
<link manager="Big.Boss"'/>
</person>

<Signature xmins="http://www.w3.0rg/2000/07/xmldsig#"">
<Signedinfo>
<CanonicalizationMethod Algorithm="http.//www.w3.0rg/ TR/2000/WD-xml-c14n-20001026" />
<SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#dsa-shal" />

T———— <Reference URI="#root"> 4¢----—--"-"-""""-""-"-""-"-"-"-"-"-"—"—-"—-"—"—-"—"—~—"——~——~—————

<Transforms>
<Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature" />
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal™ />
<DigestValue> ( ) </DigestValue>
</Reference>
</Signedinfo>
<SignatureValue> ( ) </SignatureValue>
<Keylnfo>
<KeyValue>
<DSAKeyValue> ( ) </DSAKeyValue>
</KeyValue>

</Keylnfo> XML

</Signature>

</personnel>

Copyright(C) 2002 NEC and XML Consortium. All rights reserved.
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<Signature xmins=""http.//www.w3.0rg/2000/07/xmldsig#"">
r——T <Signedinfo>
: <CanonicalizationMethod Algorithm="http.//www.w3.0rg/ TR/2000/WD-xml|-c14n-20001026" />
I <SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#dsa-shal" />
<Reference URI="#object"">
<DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal" />
<DigestValue> ( ) </DigestValue>
—++4——— <Reference URI="#object"> 4= ———-——-———————————————————— — — — — — — — — 1 i
</Signedinfo>
<SignatureValue> ( ) </SignatureValue>
<Keylnfo>
<KeyValue>
<DSAKeyValue> ( ) </DSAKeyValue>
</KeyValue>
</Keylnfo>
<Object Id=""object">
—» <personnel Id="root”>
<person ld="Big.Boss'">
<name><family>Boss</family> <given>Big</given></name> «———|--
<email>chief@foo.com</email>
<link subordinates=""one.worker two.worker three.worker four.worker five.worker'/>
</person>
</personnel>
</Object>

</Signature> XML

r—-r———-—>"—""—"—>——"—=—=—=/"17

22
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<?xml version="1.0" encoding="UTF-8"?>
<IDOCTYPE personnel SYSTEM *personal.dtd*>
<personnel>
<person |d="Big.Boss">
<name><family>Boss</family> <given>Big</given></name>
<email>chief@foo.com</email>

</person>
<person Id="one.worker">
<name><family>Worker</family> <given>One</given></name>
<email>one@foo.com</email>
<link manager="Big.Boss"'/>
</person>
</personnel>

<link subordinates="one.worker two.worker three.worker four.worker five.worker"/>

Consortium

A

A

<?xml version="1.0" encoding="UTF-8"?>
<IDOCTYPE personnel SYSTEM *personal.dtd*>
<personnel>
<person |d="Big.Boss">
<name><family>Boss</family> <given>Big</given></name>
<email>chief@foo.com</email>
<link subordinates="one.worker two.worker three.worker four.worker five.worker"/>
</person>
<person |d="one.worker">
<name><family>Worker</family> <given>One</given></name>
<email>one@foo.com</email>
<link manager="Big.Boss"/>
</person>
</personnel>

\4

<?xml version="1.0" encoding="UTF-8"?> v
<IDOCTYPE personnel SYSTEM *"personal.dtd™>
<personnel>
<person ld="Big.Boss">
<name><family>Boss</family> <given>Big</given></name> A
<email>chief@foo.com</email>
<link subordinates=""one.worker two.worker three.worker four.worker five.worker"/>
</person>
<person ld="one.worker'>
<name><family>Worker</family> <given>One</given></name> O K
<email>one@foo.com</email> ( )
<link manager="Big.Boss"/> v
</person>
<Signature xmins="http://www.w3.0rg/2000/07/xmldsig#"">
<Signedinfo>
<CanonicalizationMethod Algorithm="http://www.w3.0rg/TR/2000/WD-xml-c14n-20000710" /> A
<SignatureMethod Algorithm="http://www.w3.0rg/2000/07/xmldsig#dsa-shal" />
<Reference URI=""">
<Transforms> <
<Transform Algorithm="http://www.w3.0rg/2000/07/xmldsig#enveloped-signature™ />

</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2000/07/xmldsig#shal" />
<DigestValue> ( ) </DigestValue>
</Reference>
</Signedinfo>
<SignatureValue> (
<KeylInfo>
<KeyValue>
<DSAKeyValue> (
</KeyValue>
</KeylInfo>
</Signature>

) </SignatureValue>

) </DSAKeyValue>

</personnel>

Copyright(C) 2002 NEC and XML Consortium. All rights reserved.
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XML
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XML
3. XML
XML 6.
Baseb4 XML
XML XML
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NEC PC-98NX(Pentium4) i \ww
OS Windows2000 =

XML (com.nec.jp.xml.dsig)

(com.nec.jp.xml.util)

XML (Xerces 1.2.1) XSL (Xalan 1.2.1)

Java™ Cryptography Extension(JCE) 1.2.1

Java™ 2 Runtime Environment(JRE), Standard Edition Versionl.3

Copyright(C) 2002 NEC and XML Consortium. All rights reserved.
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NEC
W3C URI
http.//www.w3.0rg/
DigestMethod SHA1 REQUIRED 2000/09/xmldsig#shal
Transform Base64 REQUIRED 2000/09/xmldsig#base64
SignatureMethod Hmac-SHAL REQUIRED 2000/09/xmldsig#hmac-shal
( )

SignatureMethod DSAwithSHAL(DSS) REQUIRED 2000/09/xmldsig#dsa-shal

RSAwithSHA1 RECOMMENDED 2000/09/xmldsig#rsa-shal
CanonicalizationMethod XML( RECOMMENDED TR/2000/WD-xml-c14n-20000907#WithComments

XML REQUIRED TR/2000/WD-xml-c14n-20000907

Transform XSLT OPTIONAL TR/1999/REC-xslt-19991116

XPath RECOMMENDED TR/1999/REC-xpath-19991116

Enveloped Signature REQUIRED 2000/09/xmldsig#enveloped-signature

27
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</

>
< id=" s
< >0123456</
< ></ >
< >
</ >
;- ></ >
</ >
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<S|gnqture id=""

= <SignedInfo>

<CanonicalizationMethod Algorithm="http://www.

.Org/TR/ZOOO/WD—me—C14n—20000601"/>5

<SignatureMethod Algorithm="http://www._w3.

/2000/02/xmldsig#rsa-shal"/>

<Reference URI="# >
<DigestMethod Algorithm="http://
<DigestValue>gAAIAS3
</Reference>
</SignedInfo>

ST gnatlreVaT i Y ZAXAL AR S ANNABY; = " " AR RSB /M78GADD/ </ Signaturevales " "= mrm e

</Signature>

-w3.0rg/2000/02/xmldsig#shal" />
1MMw</Digestvalue>

U

<

</

id=" s
< >B</ >
< >C</ >

< > . </ >
>

<Si

nature id="' ">

EEEssEEEm IllllllllIllIllllllllIllIllllllllIllIlllllllllllllllllllllllll

<S|gnedln

<Reference URI="# ">
<DigestMethod Algorithm="http://
<DigestValue>MF8g011

</Reference>

<Reference URI="# ">
<DigestMethod Algorithm="http://
<DigestValue>kAKQAAX

</Reference>

R 1oL o
20 /ey TRYATRCTIC I t</Signaturevalue>

<S|gnatureVaIue>K|BcLSMstMAS3/

</Signature>

-w3.0rg/2000/02/xmldsig#shal"/>
3llwi</Digestvalue>

(.
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1. ebXML /SOAP
- XML
- SOAP Body
2. ebXML /SOAP

ebXML/SOAP

XML

SOAPEnvelop (Order )

(Acknowledgem er]_t-v)'"ﬁ

"'“'S"QAPEnveIop

" SOAPEnvelop (order /)
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Web oML ) @L

[ | [ |

OS Windows2000 OS SolarisTM 8 (Intel Platform )
Java JavaTM 2 Runtime 1.3 WWW Apache 2.0

OCF(Open Card Framework) Java JavaTM 2 Runtime 1.
XML Xerces Java 1.4.0 XML SUN. JAXP1.1 RI
XSLT Xalan Java 2.1.0 XSLT SUN. JAXP1.1 RI

! Apache SOAéo i
[ ]

XML

< XML XSLT Xpath

. Shift JIS EUC-JP UTF-8

Unicode

36
Copyright(C) 2002 NEC and XML Consortium. All rights reserved.



Apache SOAP2.0 XML

Consortium

NEC
<?xml version="1.0" encoding="UTF-8"?>| | <?xml version="1.0" encoding="UTF-8"?>
<SOAP-ENV:Envelope> <SOAP-ENV:Envelope

..v IIIIIIIIIIIIIIIIIIIIII>XmInS:SOAP_ENV:H 11>
<SOAP-ENV:Header> <SOAP-ENV:Header>
<eb:MessageHeader> <eb:MessageHeader
ssssnnnnnnnnnnnjnyennnnp XMNns:SOAP-ENV=* TS
..... <Signature> <Signature>
""""""" SOAP Envelop SOAP Envelop
</Signature> </Signature>
XML Via>XXXXXXXXX</Via> Via>XXXXXXXXX</Via>
<Body> <Body>
</Body> </Body>
Send < < >

Header marshall
SOAP-ENV

1 http://schemas.xmlsoap.org/soap/envelope/
Copyright(C) 2002 NEC and XML Consortium. All rights reserved.
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1, XML  Canonical XML NEC
( ) - W3C WG
2. XML XML XSLT,Xpath
SUN Java XML Pack Fall 01 XML
URL
Xerces Java Parser 1.4.4
URL
3. XML10 XML
XML
XML DTD DOM Xerces) (Sun)
) Xerces ,Sun) (
4, Shift-JIS,EUC-JP Unicode
Shift_JIS - Unicode
~ I — ¢ - NEC IBM
EUC-JP - Unicode
~ I — ¢ -
Unicode
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(PI) XML1.0

* [28] doctypedecl = '<IDOCTYPE'S Name (S ExternallD)? S? ('[' (markupdecl | DeclSep)* ]' S?)? *>'
[29] markupdecl := elementdecl ; AttlistDecl | EntityDecl | NotationDecl ;| PI | Comment

- XML
XML <?Pi?>
<?Pi?>

<IDOCTYPE doc [ » Xerces Java 1.4.4 C14N <?Pi?>
<?Pi?><!--comment--> <?Pi?>
<IELEMENT doc EMPTY> <?Pi?>
<?Pi?><!--comment--> <doc></doc>
<IATTLIST doc att CDATA #IMPLIED>
<?Pi?><!--comment-->
<IENTITY % ent "™">
<?Pi?><!--comment-->
<INOTATION not PUBLIC "some notation">
<?Pi?><!--comment-->
I> »  JAXPL1.1RI C14N > <doc></doc>

<doc/>

Copyright(C) 2002 NEC and XML Consortium. All rights reserved.
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XML1.0

XML

XML

A 4

<IDOCTYPE doc [

<IELEMENT doc (#PCDATA)>

<IENTITY % e SYSTEM "file:ext._ent">
<IATTLIST doc al CDATA "vi1'>

Ye; +—

<IATTLIST doc a3 CDATA "v3'> 4—

1>

<doc></doc>

(ext.ent)

<IATTLIST doc a2 CDATA "v2" >e—

Xerces Java 1.4.4
JAXP1.1 RI

— C14N

<doc al="vl1" a2="v2" a3="v3" ></doc>

A 4

(XML )

— C14N

Copyright(C) 2002 NEC and XML Consortium. All rights reserved.
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<?xml version="1.0" encoding=""Shift JIS™ ?>
<test>
<characode ld=“char”> </characode>

</test>

1 Unicode

AP Unicode) l

. 2

7

e

(0x8160)

Windows2000
JDK

Unicode

X-Sjis-jdk1.1.7

(U+301C)

AP Unicode)

<?xml version="1.0" encoding="UTF-8" ?>

<?xml version="1.0" encoding="EUC-JP" 7>

<?xml version="1.0" encoding=""Shift JIS" 7>
<test>

<Signature 1d=""Sig" xmlns=""http://www.w3.0rg/2000/09/xmldsig#"*>

</Signature>

<characode Id="char"> </characode>

</test>

Windows2000
JDK

Unicode
X-Sjis-jdk1.1.7

(0x8160)

Solaris

. 2

AP Unicode) l

JDK

Unicode
X-Sjis-cp932

AP Unicode)

\\\\; (U+FF5E)

=/




XML

L 1]
XML Unicode
XML 1
XML
2 XML
XML
XML XLM
| 1
Unicode
XML UTF- 8
Base64
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