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- SAML
WWW
WWW

- Java

— iNet——Microsoft—F g :l
- OpenSAML

- Trust Services Integration Kit(TSIK, Verisign )

SAML:Security Assertion Markup Language
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® Security Assertion Markup Language

- XML
e OASIS OASIS Standard
(v1.0)
® ?
. by Authentication Assertion
. by Attribute Assertion
. by Authorization Decision Assertion
- WWW (SSO)
Cookie

OASIS = Organization for the Advancement of Structured Information Standards
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%) SAML

Profile Binding

/ ' |  Assertion
D\
—>

!

/

SAML
SAML
SAML
SAML
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N SAML
. JFB
e SAML

<saml :Assertion
MajorVersion=*“1" MinorVersion=“0"

AssertionlD=" 23

Issuer=“JFB Tourist o X JFB

| Issuelnstant=" i
( <saml :Conditions
NotBefore=** i

N

NotOnOrAfter=" e
/ <saml :AuthenticationStatement
AuthenticationMethod=* o
Authenticationlnstant=" i
/ <saml:Subject>
<saml :Nameldentifier

Format=** 7>

\__</saml- Quhj ect>
</saml : AuthenticationStatement> <:j—_

</saml : Assertion>
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&, SAML protocol

]

o SAML protoco/  SAML Assertion
Request/Response

Authority

SAML Protocol

|
- Assertion
4z Assertion
Query
(
)
\ Requestor
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X, SAML binding

N

° SAML Protocol
Request Response

e SAML 1.0 SOAP-over-HTTP binding
o HTTP binding, TCP/IP binding

POST /SamlService HTTP/1.1
Host: www.example.com
Content-Type: text/xml
Content-Length: nnn
SOAPAction: http://www.oasis-open.org/committees/security
<SOAP-ENV:Envelope
xmIns:SOAP-
ENV="http://schemas.xmlsoap.org/soap/envelope/”’>
<SOAP-ENV:Body>
<samlp:Request xmlIns:samlp:=".." xmlns:saml=""..
xmlns:ds=".."">
<ds:Signature> .. </ds:Signature>
<samlp:AuthenticationQuery>

SOAP Message
SOAP Header

SOAP Body

</samlp:AuthenticationQuery>

— </samlp:Request>
SOAP-over-HTTP Binding </SOAP-ENV:Body>

</SOAP-ENV:Envelope>
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SAI\/IL Proflle

o
o Web
Profile
— Web Browser SSO Profiles of SAﬁ
 Browser/Artifact Profile of SAML
 Browser/POST Profile of SAML
Browser/Artifact
_ Profile
o Profile
— SOAP Profile of SAML
« SAML Web
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SAML 1.0

« SAML1.1
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\9{' SAML 1.0 1.1

R R R R R R R
e Assertion, Request, Response ID
XML XML ID

® DoNotCacheCondition

e AuthorityBinding
e RespondWith
o XML
®
®
— ex. Artifact URL UTF-8
e SOAP Binding SAML
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SAI\/IL 1 1

;;;SAML Vllsectlon 5
SAML v1.0

SYAY

- SOAP S/MIME,SSL
Profile

- )SAML
SAML XML

XML
- . Assertion, Request, Response
- . Enveloped Signature( ), RSA-SHAL(
= ; ID
- . Exclusive Canonicalization
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ID=shimoda
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(ASP)

ASP:Application Service Provider

17

2003/06/02

© Copyright XML Consortium



SAML

BIZA—5 7€ Y2001
JAYIIAI—X

2001 38
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148
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(7k) 17 : ODBR
F3l 72%
MEU: Fauk

r

s
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— Windows XP Professional SP1
— J2SDK 1.3.1

— BEA WebLogic 7.0
— WebLogic SSPI(Security Service Provider Interface)

— JAAS (Java Authentication and Authorization
Service)

— Apache SOAP 2.1
— Apache XML Security 1.05D2
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— SAML Assertion
(Authorization

— SAML Protocol
— Browser/Artifact
— SOAP Binding
— WebLogic

6Ks
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— SAML

— OpenSAML

— OpenSAML
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— Windows XP Professional SP1

— J2SDK 1.4.0

— Jakarta Tomcat 4.1.24

— Apache Axis 1.1 Release Candidate 2
— Apache XML Security 1.0.5D2

— OpenSAML
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h \
e OpenSAML
— SAML
(Apache/BSD-style )

— Internet2(UCAID) Shibboleth
— Java and C++

— SAML v1.0 vl.1l
— SAML Browser/POST

# Browser/artifact

URL
OpenSAML : http://www.opensaml.org/
Internet2 Shibboleth : http://shibboleth.internet2.edu/
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— Browser/Artifact SOAP Binding
O
— 1.5ks
— 11 HTML, JSP
<Authority> <Requestor>
( Travel | [ Artifact ( Rental | [ Artifact |
. Menu | | Manager | . Menu J (Processor )
( Provider | (~ .. ] ( Rental | [ Authn ]
Redirector )
. Manager ) | ) | Processor ) | Filter |
( SAML [ Provider | [ Attr )
_ Publisher _Manager / |Requestor |
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o SAML SSO

o OpenSAML(Tomecat) Servlet 2.3 Filter

o WeblLogic WebLogic 7.0 SSPI,JAAS

Rental
Mienu

Rental

/ Processor
a SAML Tomecat, OpenSAM L
“\ Tomcat
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- Metadata for = Profile

LDAP JINDI
(LDAP )
XML (XML )
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— ContactXML

— Liberty 1.2 Personal Profile
ContactXML

User uid="shimoda”

ContactXML xmins=" http://www.xmlIns.or g/2002/ContactXM L |

Per sonName )
Address )

Private xmIns=" uri:sec-swa.xmlconsortium.org”
FamilyType single )
Preference icehockey )

Mileage xmIns=" uri:sec-swg.xmlconsortium.org"

Member Type Silver )
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e SAMLI.0
— SAML Reguest

o Authority
SSL HTTP Basic Keylnfo)
— 5SSO
. Query Subject(

AttributeName,AttributeNamespace( )
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S
e SAML1.0
— XML
([ 10
References
N draft-sstc-xmlsig-guidelines-03
XPath Filter2

o SAML1.1 XPath Filter2
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— SAML
cf. Liberty

— SAML1.0 SSO SSO

(OASIS Security Services TC
— SAML1.0

e OpenSAML
— OpenSAML SAML1.0

— SAML
API
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(Cookie )

e SAML !
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%) SAML

Liberty Alliance

i

SAML

_ wsSeariy
s
| HTTP/HTTRS

XML Signature
WS-Security
SOAP

HTTP /HTTPS

Liberty Alliance Project :
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» Liberty Alliance Project

o
Sun Microsystems
2001 10
e Cisco VeriSign NTT Bank of America GM
United Airlines 160
®

Federated Network Identity)

ID ID Java Card
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N\
=\ -
N, Liverty Spec. vi.0
R R R
® 2002/7/15 Liberty Alliance Version 1.0 Specification

.:SAML:)
XiLBSiG| son- (TS T [TSAviT]

WAP SSL/TLS - WSDL
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-} SAML Liberty

<saml :Assertion Liberty AssertionType

AssertionlD=""Ydf0s8J0Xab*
Issuelnstant=""2002-11- 26T02 01:36z2

= (14

<saml : AuthenticationStatement Authenticationlnstant=""2002-

11-26T02:01:36Z"

]
Statement,
;saml :Subject ] Subj ect
‘ Liberty ID
Jﬁ 00

ésaml:Nameldentlfler>
Hnho/gmOxk7wZQ2Sya4xe9tJGvarfN6R

</saml :Nameldentifier>

</saml :Subject>

</saml : AuthenticationStatement>

</saml :Assertion>
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X Liberty Spec. v1.0

1D
S Aiineinc _|sakata123 |

S CarRental |msakata

Airline,inc CarRental.inc

:sakatal23

sakata

SAML+)

. Federation/Account Linking)
- ID
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f%‘; Liberty Phase 2 Draft Spec.

o

® 2002/7/15 Liberty Alliance Version 1.0 Specification
® 2003/4/15 Liberty Alliance Phase 2 Draft Specifications

FI |
Privacy and Security Best Practices | {
I | —
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SN
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o

OASIS SAML
http://www.0asi s-open.org/committees/security/

SAML
SAML Assertions and Protocol

http://www.0oasi s-open.org/committees/security/docs/cs-sstc-core-01. pdf
SAML Bindings and Profiles

http://www.0oasi s-open.org/committees/security/docs/cs-sstc-bindings-01. pdf

SAML
SAML SAML XML
http://www.xmlconsortium.org/websv/kai setsu/C10/content.html
@IT
Web
4 SSO XML SAML
http://www.atmarkit.co.jp/f security/rensai/webserv04/webserv0l.html
Liberty Alliance
http://www.projectliberty.org/
OpenSAML

http://www.opensaml.org/
TSIK(Trust Service Integration Kit)
http://www.xmltrustcenter.org/devel oper/verisign/tsik/index.htm
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e Windows Microsoft Corp.

e Java Java Sun
Microsystems,Inc.

e BSD Berkeley Software Design, Inc.

e Apache Tomcat Apache HTTP Server the Apache Software Foundation

e BEA WebLogic Server BEA Systems, Inc.
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