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g5 2

86
87 2.1
88 MUST , MUST
89 NOT , REQUIRED , SHALL ,
90 SHALL NOT , SHOULD , SHOULD
91 NOT , RECOMMENDED ) MAY
92 OPTIONAL [RFC2119]
93 XML Infoset
94 ( [some property])
95 XML [XML-Schema] WSS: SOAP Message
96 Security [children] [attributes]
97 XPath [XPath] (
98  /x:MyHeader/x:SomeProperty/@valuel) {any} (<xs:any/>)
99 @{any} (<xs:anyAttribute/>)
100 Internet Security Glossary [SECGLO)]
101 Web Services Security
102
103 2.2
104 ( "some-URI" ) URI RFC 2396 [URI]
105 URI SOAP [SOAP11,
106 SOAP12] SOAP
107 SOAP 1.1 URI
108 SOAP
109 (
110 URI - )
111
Prefix Namespace
S11 http://schemas.xmlsoap.org/soap/envelope/
S12 http://www.w3.0rg/2003/05/soap-envelope
http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-
wsse ;
wssecurity-secext-1.0.xsd
http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-
wsu : -
wssecurity-utility-1.0.xsd
112 wsse  wsu URL
113
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114 2.3

115 ( )
Term Definition
SHA Secure Hash Algorithm
SOAP Simple Object Access Protocol
URI Uniform Resource Identifier
ucCs Universal Character Set
UTF8 UCS Transformation Format, 8-bit form
XML Extensible Markup Language
WSS: UserNameToken Profile 15 September 2005
Copyright © OASIS Open 2002-2006. All Rights Reserved. Page 9 of 19

Translated by XML Consortium.



116

117

118
119

120
121
122
123
124
125

126
127
128
129

130
131
132
133
134
135

136
137
138
139
140
141
142
143
144
145
146
147
148
149
150

151
152

153
154

155
156

3

3.1
<wsse:UsernameToken> WSS: SOAP Message
Security
<wsse:UsernameToken> <wsse:Password>
wsse:PasswordText wsse:PasswordDigest
SIKEY ( )
wsse:PasswordText
wsse:PasswordDigest "
(password)
wsse:PasswordText wsse:PasswordDigest UTF8
( )  SHA-1 Base64 [XML-Schema]
wsse:PasswordText wsse:PasswordDigest
<wsse:Nonce> <wsu:Created> 2
<wsse:UsernameToken> nonce
nonce
nonce

nonce nonce

<wsse:Nonce> <wsu:Created>
(MUST)

Password_Digest = Base64 ( SHA-1 ( nonce + created + password ) )

nonce (created) (
) SHA-1
Base64 ( )
web 3

(RECOMMENDED):

1. web nonce

(RECOMMENDED)

2. Web " " " "
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157 (RECOMMENDED) 5
158

159 3. nonce
160 ( ) nonce
161 (RECOMMENDED)

162 nonce
163 UTF8

164  wsse:PasswordDigest ( )
165

166 SHA-1

167

168

169

170 --
171

172 nonce/created nonce nonce+created

173 created

174
175 ( )
176

177 (

178 )

179 .
180 ( )

181 o /
182

183 ° nonce
184 ( 2
185 )

186 XML
187

188 <wsse:UsernameToken wsu: ld="Example-1">

189 <wsse:Username> ... </wsse:Username>

190 <wsse:Password Type="..."> ... </wsse:Password>
191 <wsse:Nonce EncodingType="..."> ... </wsse:Nonce>
192 <wsu:Created> ... </wsu:Created>

193 </wsse:UsernameToken>

194
195
196 /wsse:UsernameToken/wsse:Password

197 ( )
198 ( HTTP/S)
199 (RECOMMENDED)

200  /wsse:UsernameToken/wsse:Password/@Type
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201
202

203
204
205
206

207
208
209

210

211
212
213

214

215
216

217
218
219
220

221
222

223
224

225

226
227
228
229
230
231
232
233

URI
(URI URI

URI

#PasswordText (default)

S/IKEY

nonce

SHA1

#PasswordDigest
nonce /

/wsse:UsernameToken/wsse:Password/@{any}

/wsse:UsernameToken/wsse:Nonce

nonce <wsse:Nonce>

web
(MUST)

/wsse:UsernameToken/wsse:Nonce/@EncodingType

URI  nonce (
<wsse:BinarySecurityToken> )
Base64

/wsse:UsernameToken/wsu:Created

<wsu:Created>
<wsu:Timestamp>

<wsse:UsernameToken>

WSS: SOAP Message Security <wsse:Keyldentifier>

nonce

(MUST)

<ds:KeyName>

<S11:Envelope xmIns:S11=""___" xmlns:wsse="___">

<S11:Header>

<wsse:Security>
<wsse:UsernameToken>
<wsse :Username>Zoe</wsse :Username>
<wsse:Password>1 loveDogs</wsse :Password>
</wsse :UsernameToken>
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260

261
262
263

264
265

266

267

268
269
270
271

272
273

274
275

276

</wsse:Security>

</S11:Header>

</Sii;Envelope>

nonce

<S11:Envelope xmlns:S11="_.." xmIns:wsse="_.." xmlns:wsu= "...">
<S11:Header>

<wsse:Security>
<wsse:UsernameToken>
<wsse :Username>NNK</wsse :Username>
<wsse:Password Type="..._#PasswordDigest'>
weY 13nXd8L jMNVKksCKFV8t3rgHh3Rw==
</wsse:Password>
<wsse :Nonce>WScganjCEAC4mQoBEO7sAQ==</wsse :Nonce>
<wsu:Created>2003-07-16T01:24:32Z</wsu:Created>
</wsse :UsernameToken>
</wsse:Security>

</Sii;Header>

</S11:Envelope>

3.2
UsernameToken  <wsse:SecurityTokenReference> ValueType
<wsse:UsernameToken>
(MUST)
(URI URI
)
URI
#UsernameToken UsernameToken
UsernameToken <ds:Keylnfo>
UsernameToken Keyldentifier Keyldentifier
UsernameToken (MUST NOT)
UsernameToken KeyName KeyName
UsernameToken (MUST NOT)
wsu:ld
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278
279
280
281

282
283

3.3

WSS: SOAP Message Security
(RECOMMENDED)
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284

285
286
287
288
289
290

201
292
293
294
295

296
297
298
299
300
301
302
303
304
305
306

307
308

309
310

nonce

<UsernameToken> (

Security 13
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312

313

314
315

316
317

318
319

320
321
322

323
324

325
326
327

328
329

330
331
332
333
334
335
336
337
338
339
340
341
342

5

[SECGLO]
[RFC2119]

[WSS]
[SOAP11]
[SOAP12]

[URI]

[XML-Schema]

[XPath]

[WS-Security]

[XML-C14N]
[EXC-C14N]

[XML-Encrypt]

[XML-ns]

[XML Signature]

[XPointer]
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Appendix A.

Rev Date By Whom What
Wwd-1.0 2002-12-16 Phil Griffin Initial version cloned from the WSS core
specification
wd-1.1 2003-01-26 Anthony Nadalin Bring in line with WSS-Core Update
wd-1.2 2003-02-23 Anthony Nadalin Editorial Updates
Wd-1.3 2003-06-30 Anthony Nadalin Editorial Updates
wd-1.4 2003-08-11 Anthony Nadalin Editorial Updates
Cd-1.5 2003-12-09 Anthony Nadalin, Editorial Updates based on Issue List
Chris Kaler #30
Cd-1.5 2003-12-15 Anthony Nadalin, Editorial Updates based on Editorial
Chris Kaler feedback
Cd-1.6 2003-12-22 Anthony Nadalin Editorial Updates based on Editorial
feedback
Cd-1.7 2003-12-29 Anthony Nadalin, Editorial Updates based on Editorial
&18 Chris Kaler feedback
Cd-1.8 2004-01-19 Anthony Nadalin, Editorial corrections for name space and
Chris Kaler document name
Cd-1.9 2004-02-17 Anthony Nadalin Editorial corrections per Karl Best
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a2 Appendix B. Notices

345 OASIS takes no position regarding the validity or scope of any intellectual property or other

346 rights that might be claimed to pertain to the implementation or use of the technology described
347 in this document or the extent to which any license under such rights might or might not be

348 available; neither does it represent that it has made any effort to identify any such rights.

349 Information on OASIS's procedures with respect to rights in OASIS specifications can be found
350 at the OASIS website. Copies of claims of rights made available for publication and any

351  assurances of licenses to be made available, or the result of an attempt made to obtain a

352  general license or permission for the use of such proprietary rights by implementors or users of
353 this specification, can be obtained from the OASIS Executive Director.

354  OASIS invites any interested party to bring to its attention any copyrights, patents or patent

355  applications, or other proprietary rights which may cover technology that may be required to
356 implement this specification. Please address the information to the OASIS Executive Director.
357 Copyright © The Organization for the Advancement of Structured Information Standards

358  [OASIS] 2002-2004. All Rights Reserved.

359 This document and translations of it may be copied and furnished to others, and derivative works
360 that comment on or otherwise explain it or assist in its implementation may be prepared, copied,
361 published and distributed, in whole or in part, without restriction of any kind, provided that the
362  above copyright notice and this paragraph are included on all such copies and derivative works.
363 However, this document itself does not be modified in any way, such as by removing the

364 copyright notice or references to OASIS, except as needed for the purpose of developing OASIS
365  specifications, in which case the procedures for copyrights defined in the OASIS Intellectual
366 Property Rights document must be followed, or as required to translate it into languages other
367  than English.

368  The limited permissions granted above are perpetual and will not be revoked by OASIS or its
369 successors or assigns.

370  This document and the information contained herein is provided on an “AS IS” basis and OASIS
371  DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO
372  ANY WARRANTY THAT THE USE OF THE INFORMATION HEREIN WILL NOT INFRINGE
373  ANY RIGHTS OR ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A
374  PARTICULAR PURPOSE.

375

376  OASIS

377

378

379 OASIS OASIS OASIS

380

381

382 OASIS Executive Director
383

384 OASIS

385

386 OASIS Executive Director

387 Copyright © OASIS Open 2002-2004. All Rights Reserved.

388
389
390
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